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-Pream-ble

Operating Systems

¢ Windows 2012

¢ Windows 2008 R2

¢ Windows 2008 SP2

¢ Windows 2003 R2

e Windows 2003 SP2

e Windows 2000 SP4

e Windows SBS 2011/2008/2003
e Windows 8/7/Vista/XP SP3

Notes

1Gb network strongly recommended

ReFS Partitions are not supported

A reboot is required after agent installation

Storage Spaces are not supported

Definitions/Abbreviations:

e AD = Active Directory Users and Computers
e OU = Organizational Unit
e Appliance = ABS onsite device

e Agent = Computer being protected (i.e. server/workstation)
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?[nstal-l_ing the Backup Agent on Clients

1. Access the Agent

a. From the client, click the I'|I'|I1|:|,13.230.13D'|,|:Iient-app5| b Log off |>|

Start button

b. Enter in the share path in the £ 7start
search field
@ Share path example:
\\10.13.230.130\client-apps
Substitute example IP address
with the IP address that was set s =
on the appliance ;::;ry:mrst\'z:clstsow:;:;ectm: 10.13.230.130
c. Enter in the itadmin account
credentials (refer to your ﬁ
ACtivation Letter for the i 2 Domain: sbackup
password) M Remember my credentials

@ When authenticating against
the appliance, make sure to add
the appliance name before the B clent aops =

username. Example: —— _ : :
a 198-a bsbacku p\itadmin ‘?n\ )= |2 + 10.13.230.130 = client-apps - [ I Seatch client-apps O]
Crganize = Mew Folder = - [ 9
Mame “ Date modified I Type I Size I I
d. It is recommended to copy B shadowPratect_GRE 71102012 2:47PM Application 30,807 KB
ShadowprotectSetu p .exe 4| ShadowProtectBookCD 2112012 1:44 PM Disc Image File 554,122 KB
tO a |0ca| dlreCtO ry on tﬁe I .7 ShadowProtectSetup_5.0.1 12/20/2012 12;:03 PM  Application 90,652 KB
CI |ent b Ut |S nOt req u | red WVE vNC-Viewer-5.0, 2-wWindows-32bit 8/28/2012 2:37 PM Application 2,710 KB
7
2. Install the Agent
Dpen File - Security Warning
2 Dotlbllle Click the agent Do you want to run this file?
INnstaller:
Shadowprotect__ exe \i T Mame: ...0.1300clignt-appsiShadowProtectSetup_5.0.1.exe
Fublisher. StorageCraft Technology Corporation
Tupe:  Application
Fram: 3110.13.230, 130 client-appsiShadowProtectSetup. .
I Run I | Cancel I
b. Click Run
i ‘wihile files frarm the Internet can be useful, this file type can
! l + potentially harm pour computer. Only run goftware from publizhers
you trust. What's the rigk?
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[ Sioagecra 51
Installation Language  _—
Select the language to use for installation. -5

STORAGECRAFT

Backup Fast, Recover Faster

Hote: Installation language selected here MUST match the license key
that will be used to register the product.

Deutsch
English
English (Australia, New Zealand)
Espafiol
Frangais
- . Italiano
B*E
c. Select English, click Next e
Portugués do Brasi
Portugués Europeu
Tiirkge

(| =

StorageCraft ShadowProtect MSP Setup Wizard x|

STORAGECRAFT
IDDNTEC

FOR MANAGED SER

Welcome to the upgrade wizard for StorageCraft® ShadowProtect® for Managed
. Service Providers
d. Click Next

This wizard upgrades your ShadowProtect® MSP installation, To continue, dick Next.

Back | I MNext I Cancel |

StorageCraft ShadowProtect MSP Setup Wizard x|
License Agreement <=

Please read the following license agreement. =
STORAGECRAFT

Backup Fast, Recover Faster

END-USER LICENSE AGREEMENT FOR SELECT STORAGECRAFT SOFTWARE PRODUCTS i’

Please carefully read the terms and conditions of this license agreement (the
“Agreement”], which applies 1o use of the following versions of StorageCraf®
Technology Corporation software: ShadowProtect Server, ShadowProtect Small
0 Business Server, ShadowProtect Desktop, ShadowControl ImageManager™,
e. Acce pt th e a g reeme nt Cl |Ck ShadowControl CMD™, ShadowProtect Virtual Server™, ShadowProtect Virtual
4 Desktop™, ShadowProtect for Managed Service Providers™, and ShadowControl
ImageManager for Managed Service Providers™ (collectively the “StorageCraft
N ext Products” and individually a “StorageCraft Product”). This Azresment specifies
the terms and conditions of your use of any of the foregoing StorageCraft
Products. Acceptance of this Agreement for 5 particular StorageCraft Product =

I * 1 acceﬁt the terms of the license aﬁreement. I

" Ido not accept the terms of the license agreement.

Print. | Back | I Next I Cancel |

StorageCraft ShadowPratect MSP Setup Wizard E
Installation Type =
Select an installation bype, Y
STORAGECRAFT

Backup fasr, Recover Faster
Select your desired installation type from the options below:

" Complete Instal with default settings.

| & Custom Instal with user-specfied settings. |

f. Select Custom, click Next

Back | I Mext I Cancel
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g. Click Next to accept the
default install directory

h. Select only the following:
e Backup Agent
SnapShot Driver
Mount Services
ImageReady
SPDiagnostic Tool

i. Click Next

j. Click Install

StorageCraft ShadowPratect MSP Setup Wizard

Installation Location c

Sebect an instalstion Foldsr. >
STORAGECRAFT

Badkup Fost, Recaver Faster
Install StorageCraft@ ShadowProtect® MSP to:

C:\Program Files (x86)iStorageCraftishadowProtect

Back | I et I Cancel |

StorageCraft ShadowProtect MSP Setup Wizard [x]

Select Features C ‘3

Select the features to be installed, -

STORAGECRAFT

Bocup Fous, Recover Fasier

Sele b install, Deselect any Features you da nok wank to install
lanagement Console

[ virtualBoot
- ] ImageReady
SPDiagnostic Tosl

Back | I Mext I Cancel |

StorageCraft ShadowProtect MSP Setup Wizard [x]

SPDiagnostic License Agreement <

Please read the fallowing license agreemert. >
STORAGECRAFT

Backup fast, Resover Fasrer

Installation of the SPDiagnostic Tool requires acceptance of tis additional icense agresment.
Fleass read and accept the license agresment, or deselsct SPDIagnostic installation.

EMD-USER LICENSE AGREEMENT j

Copyright @ StorageCraft Pty Ld 2009-2012
All Rights Reserved

IMPORTANT NOTE
Read this document carefully. This is a legal agreement between you, the user,
and StorageCraft Py Ltd, This software is protected by copyright, which is

wested in StorageCraft Pty Ltd andfor its suppliers. The software may orly be =l

If: 1 aEcEEt the terms of the license aﬁreement‘l

" Ido ot accept the terms of the license agreement.

Pt | Back || Nt I Cancsl

StorageCraft ShadowProtect MSP Setup Wizard [x]
Ready to Install h
Beqgin installation. D

STORAGECRAFT

Backup Fast, Recover Faster
Click Install to begin the installation,

To review or change installation settings, dick Back, Click Cancel to exit.

|
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¥ Installation Successful Ei
W Please immediately rebook vour computer, Backups will nok be performed until the system
) '-0' has been restarted,
k. Click OK
04
——
STORAGECRAFT
IDDOTEC
FOR MANAGED SERVICE PF-‘DV.'DER;
" Installation Complete
I. Select "Yes, I want to restart S oD o o o sy e tr
T . yau can use the program, you must restart vour computer,
rr]y _Com p Uter nOW’ CIICk l(? Yes, Twant ko restark my computer nov. l
FI n ISh & Ma, T will restart my computer later,
{Please note: Backups will not run until the system has been restarted.)
After the reboot has completed, s s e
the ShadowProtect agent
installation is Complete. " s
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éonfighration of Windows Firewall on Clients

1. Create Firewall Rule
a. Log into the machine where
you have the ShadowProtect
Agent installed
Lsf msd] g8 oot |
b. Click Start
=m — Co
[ 7start :I".-ﬁ‘ 12
c. Type in wf.msc, hit Enter ' -
+* windows Firewall with Advance
File Action \View Help
&= | 2m = HFE
@& Windows Firewall with Advanced 5
d. Select Inbound Rules, right el inboupd.oulac
) &Y Outbe Mew Rule...
click, select New Rule ~ R
“;'_" C':'nl_-'E Filter by Profile  »
A Monit o by State b
Filter by Group ¥
View r
Refresh
Export List...
Help
Rule Type
Select the ype of firewall rule to create.
Steps:
Fiule Type ‘What twpe of rule would vou like to create?
Frogram
@ Action
o Piofie Hule that controls connections for a program.
@ Mame  Part
Fiule that contrals connections for a TCP or UDP part.
e. Select Program, click Next  Predefined:
I BranchCache - Content Retrieval [Uzes HTTF) j
Rule that contrale connections for a Windows experience.
" Custom
Custarn rule.
Learn more sbout rule types
< Back |I Mext > I Cancel
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f. Select Browse

Go to: C:\ProgramFiles (x86)\
StorageCraft\ShadowProtect

Select: ShadowProtectSvc

g. Click Open

* New Inbound Ri x|

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
Rule Type Does this rule apply to all programs or a specific program?
Program
@ Action " All programs
@ Frofile Rule applies to all connections on the computer that match other rule properties.
@ Name

' This program path:

I I Browse... I

Example: c\path'program exe
“%ProgramFiles % \browser'browser exe

Leam more about specifying programs

<Back | Cancel

l:‘ :. .: :. = StorageCraft = ShadowProtect - - lmll Search ShadowProkect ra
Crganize = Mew folder = ~ il ﬂ
. = -
" Favorites Mame | Date modified | Type _I
B Deskiop 8- image 1172013 5:49 PM Applicatic
4 Dowrloads A Imageready Y17/20135:50 P Applicatic
| Recent Places ) o
& ImageReady-Client 1/17/20135:50 PM Applicatic
3 Libraries mount 1/17/2013 5:50 PM Applicatic
% Documents \5 shrmntiiz 1/17/2013 5:50 PM Applicatic
) Music 51 shrun 1/17]2013 5:49 PM applicatic
=/ Fictures 51 shiailck 1/17/2013 5:49 PM Applicatic
B videos 51 shwssed 1J17/20135:50PM  Applicatic
1M Computer
B sheinst 1/17/2013 5:49 PM Applicatic
t‘n Mebwork \3 Uninstall 1/17/2013 5:52 PM Applicatic
B venapvss 1/17{2013 5:51 FM Applicatic - |

“| |
j IPrograms (*.exed j
I Open I

File narme: IShadowProtectSuc

Cancel |

ol

4
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# New Inbound Rule Wizard

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:

Fiule Type Does this rule apply to all programs or a specific program?

Program
@ Action " All programs
o Frofile Fiule applies to all connections on the computer that match other rule properties.
@ Mame :

{* This program path:
|§F'rogramFi\es°/° (%865 torageCraftys hadowProtectyS hadowProtect S ve. exe Browse...
1 Example: c:\pathhprogram. exe
h 0 CIICk NeXt *%ProgramFiles®\browser\browser exe

Learn more about specifying programs

< Back |I Mest > I Cancel

# New Inbound Rule Wizard
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
Fiule Type What action should be taken when a connection matches the specified conditions?
Program
) l (+ Allow the connection l

FEllER Thiz includes connections that are protected with |Psec as well as thoze are naot.

Profile

N " Allow the connection if it is secure
. ame Thig includes only connections that have been authenticated by uzing IPsec. Connections
l. Select AI Iow the will be zecured using the settings in |Psec properties and wiles in the Connection S ecurity

Rule node.

connection, click Next

" Block the connection

Learn more about actions

< Back |I Mext > I Cancel
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j. Ensure that Domain, Private
and Public are selected, click
Next

k. For name type:
ShadowProtectSvc.exe,
click Finish

Windows firewall configuration is
now Complete

#* New Inbound Rule Wizard [ %]

Profile

Specify the profiles for which this rule applies.

Steps:
Rule Type ‘when does this rule apply?
Frogram
Action ¥ Domain
Prafile Applies when a computer is connected to its corporate domain.
Mame v FPrivate

Appliez when a computer iz connected to a private network location.

¥ Public
Appliez when a computer is connected to a public network, location.

Leam maore about profiles

< Back || Mest » I Cancel

#® New Inbound Rule Wizard E

Name

Specify the name and description of this rule.

Steps:
Fiule Type
Prograri
Action
Prcile k=
IS hadowProtectS vc.exﬁ I
Mame

Description [optional):

< Back |I FEinizh I Cancel
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Acceséing ABS Appliance®

1. Remote Desktop

@ The following steps must be

performed on a computer that is

connected to the same network
as the ABS Appliance

a. Click the Start Menu
mstsc.exe IE Shut down |I*|
b. In the search box, type
mstsc.exe, hit Enter

@ You can also access Remote
Desktop by going to:

Start>All Programs>
Accessories>Remote Desktop
Connection L3 Remot P [l 4

Remote Desktop

c. In the Computer section, >4 Connection

type in the name of the ABS

Appliance or the static IP you Computer:  [A198 ABSBACKUP =l
assigned to the appliance, Uesrere
CIICk Con neCt You will be asked for credentials when you connect.

- Optionsl I Connect I Help

@ If you do not know the name
of the ABS Appliance, refer to your
Activation Letter

indow x|
d. Select Use Another Account Enter your credentials

These credentials will be used to connect to A198-absbackup.

e. Use the following username to
log in:
axxx-absbackup\itadmin
(replace "xxx" with the
appliance number) !

‘ al98-absbackuphitadmin

I o |
— Domain: a198-absbackup

f. Use the password provided in
the Activation Letter

[ Remember my credentials

I 0K I Cancel
g. Click OK
www.ABSbackup.com Page 12 of 31 support@absbackup.com
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Dropbbx Folder Configuration

1. Create Folder

?\__;I Granular Recovery For Exchange
:[ ShadowControl ImageManager
—
l1"<". Remote Deskkop Connection

L)

?? Cracle ¥M YirtualBox

& Exchange Profile
a. Click the Start Button

\i; ShadowProtect

E YWNCE Yiewer

\a YirtualBook

b. Click Computer

I |5earch programs and files lE]J Log off >|

[ TStart
c. Navigate to D:\dropbox
d. Double click on the BB dropbox ol
approprlate Storage f0|der ‘-;'\(—\j"l + Data Volume (D:) + dropbox = - li{]]l Search dropbosx LE‘J
® Organize *  Includeinlibrary = Share with +  Mew Folder == - _|J 9
You will find an offsite and an Name [oatemodried | Type [ sie [ |
OnSite fOIder under dronox offsite 1/15f2013 9:38 PM File Folder
. . onsite 1/15f2013 9:18 PM File Folder
Use offsite folder for storing
snapshots that are being
replicated to the ABS Cloud
Use onsite folder for storing
snapshots locally on the appliance
(not replicated to the ABS Cloud)
www.ABSbackup.com Page 13 of 31 support@absbackup.com
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e. Right click the blank area
f. Select New

g. Click on Folder

h. Name the folder

@ For easy identification, use

. offsite !Ii[ B
‘_;n:_:u\—/ | ~ dropbox - offsits ~ - lmll Search offsite Fe)
Organize *  Include in library «  Share with +  Mew Folder =~ i 6
Tame = Dake modified | Tvpe | Size | |

LAB-WINZKS-79 21512015 4:24 PM File Folder
LAB-WINZKS-30 211312013 4:25 PM File Folder

Wiew
Sork by
Group by
Refresh

3
3
3

Custamize this Folder ...

Paste
Paste shorbeut
Undo Rename

Chrl+Z

Share with

4

;'SEDrtcut

Properties

& Bitrnap image:
[35] Contact
% Rich Text Document
| Text Document
|, Compressed (zipped) Falder
ﬁ Briefcase

l offsite

Gl: :uv | + dropbax - offsite ~ - lmll Search offsite
Qrganize *  Includeinlibrary +  Sharewith +  Mew folder SR E] ﬂ
Mame = Date modified | Type | Size | |

th_e name of the client maChine- In | Lee-winzks7s | 2{13}20134:26 PM File Folder
this case we are protecting a LAB-WINZKE-73 2{13/20134:24PM  File Folder
machine named LAB-WIN2KS8-75 LAB-WINZKE-0 2/13}20134:25PM  File Folder
Dropbox folder configuration is
now Complete
www.ABSbackup.com Page 14 of 31 support@absbackup.com
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Con-fig_uring Clients on Appliance

1. Connecting the Client —_—

i‘j Granular Recovery for Exchange
:| ShadowContral ImageManager
=R

Compuker

t1-;- y Remate Desktop Connection
>

i‘% Oracle ¥M VirtualBox

a. Click Start g Exchange Profile

b. Click ShadowProtect \i? ShadowProtect

E YHNCE Yiewer

'té WirtualEoot

I |search programs and files lE‘J Lag off bl

TStart

F StorageCraft ShadowProtect [_ O] x|
File Tasks ‘Wiew Options Help

Q

> Wizarﬂfo Management Yiew ]l

o, Yiew 2
- hd 3
g Metwark Wiew Disconnect § - Add Edt | Manage Instal
‘Cnmputer |Cnnnectlnn Status |Last Backup Mext Backup |Backu... |Eacku‘.. |
P Tasks 2 @ PBSBACKUP (2) ]
Agent Status Good: 2 Faled: 0 Igrored: O

\.?. Explore Backup

&’. Dismount Backup Image

® o ed

2 Connected

c. Click the Management View
tab .Q)Help

@) Backup

d. Click Add @ restore

@) Browse Image
@) Image Tools

»

(A
gt - J License

»

Disconnecked

Ready CAP NUM SCRL /‘I
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e. Type in the Name and IP
address of the client machine

f. Type in ABSBACKUP for
Group name

g. Type in the company
domain

h. Type in the username and
password for the absbackup
domain admin account that
was created during the pre-
installation process

i. Click OK

j. Double click the client that
was just configured

k. Click Connect

0 If you are presented with a
failure to connect, verify the
information you have entered
under Server Details by clicking
Edit

@ When there are multiple
machines configured with
ShadowProtect, select machines by
double clicking on them. The
machine in Bold is the one
selected.

v Server Details
E General
Server Mame LAB-'WINZkE-75
Server Address 10.13.225.75
Group name ABSEACKLP
Setver Descripkion
Skatus Disconnecked
B Auth Settings
Darmain Marme LAEB
User MName: F'.BSBF'.CKLIF‘|
PEISSWDrd i b Bl
K I Cancel
A
¥ storageCraft ShadowProtect = B

Fle Tasks View Options Help

Q

oy Yiew

W Metwork View

Computer |Cnnne[tinn Status |Last Eiackup |Naxt Biackup |Ea[ku.‘. |BEEH_I..‘ ‘
¥ Tasks Py () PBSBACKUP (3)
Agent Skatus Good: 2 Failed: 1 Ignored: 0
3 Backup @ LAB-WINZKS-79 i) Connected @ leRiant,., 9zEizz .., 0
$ Restare £ LAB-WINZKS-50 Caonnected £ 9/27/201.., 9/28/2012 &:... O

A Explare Backup

4

| Dismount Backup Image

'ﬁTools

3 werify Image
& Image Conversion Tool

.Q) Help

&) Backup

&) Restore

&) Browse Image
&) Image Tools

e

o J License

Active

Reeady

*

=1

Zonnect

# Management YView ]

Q0 O |9
Add  Delete | Edit || Manage | Install

.

»

.

@ LAB-WINZKS-75

™ Disconnected

CAP NUM SCRL gz

www.ABSbackup.com
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ADVANCED BACKUP SOLUTIONS

¥ StorageCraft ShadowProtect -- [ LAB-WINZKB-75 ] _ (O] x|
File Tasks Wwiew Options | Help
\) | & conterte LAB-WINZKE-75 ] s 3 Backup History -- [ LAB-WINZKS-75 ] |
o, Yiew
¥ %, Fraduct Activation it view | () Disk Map -- [ LAB-WINZKE-75 ] | |3 Backup Jobs -~ [ LAB-WINZKE-75 ] |
i Metwork Yiew ¥ Check For Latest Version 3
Edit || Manage | Instal
Reqgisker...
|Cnnnact\nn Status |Last Eiackup |Next Backup |Ba[ku... |Ba[ku... |
.’Tasks i) abadt..
i =7
3 Backup Agent Status  Good: 2 Failed: 1 Ignored: 0
I CI|Ck Help B Restore @ LAB-WINZKE-73 i Connected @ 11/13/20.., 11f13(2012 .. 0
' A Explore Backup @ LAB-WINZKE-80 i Cornected @ 11/13f20.., 11/13/2012 .., 0
&’. Dismount Backup Image & LAB-WIN2KB-75 Connected Mever [i]

m. Click Product Activation B
| Tools S
é Verify Image
& Image Conversion Tool

;Q) Help S

&) Backup

&) Restore

@) Browse Image
&) Image Tools

rl
i License

»

Days Remaining: 30

CAP NUM SCRL /ﬁl

&, MSF Activation [x]

n. Populate all fields with the

Serial Nurmber: I PEE POt S b Ch e
required information

MSP Mame: I Managed Service Provider Mame

Customer Marme: I End User Company Mame

@ Refer to the Activation
Letter for the Serial Number

Computer Role: I Primary Function of Machine Optional

example; Exchange Server

Status: Days Remaining: 30

0. Click Activate I

Activate I Zancel

ShadowProtect E

B ‘Your product has been successfully activated. If you decide to
! ! move this activation to another machine or de-commission this
p. Click OK = compuber you musk firsk deackivate this license, You do nok need
to deactivate when upgrading ko a newer version
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2 . CO n fi g u ri n g Desti n ati ons W StorageCraft ShadowProtect — [ LAB-WINZKE-75 ] [_ O[]

Fle Tasks Wiew Options Help

\) — # Wizards | @ Management Yiew | & Disk Map -- [ LAB-WINZKS-75 ] 3 Backup Jobs -- [ LAB-WINZKS-75 ]
Wy View = ﬂ Destinations - [ LAB-WINZKS-75 ] F Backup History — [ LAB-WINZKS-75 ]

g Metwark View
Add Refresh

’ Tasks Ed

3 Backup
% Restore

a. Click the Destinations Tab 2 Emesodep

w Dismount Backup Image

»

b. Click Add (o

3 ‘erify Image
& Image Conversion Tool

Q') Help

&) Backup

&) Restore

&) Browss Image
@) Image Tools

Base Name / | First Image Creation Time | Last Image Creation Time | Points ...

.

A
~ i pLicense &

Active

4 | v

Ready CAP NUM  SCRL /ﬂ

c. For Destination Type, select " Destination - [ LAB-WIN2K8-75 ]
Network Share

Destination Type:

INetwork Share j

d. For Destination Name, type in
the name of the appliance

Drestination Marne:

I A198-AB3BACKLP

e. For Destination Path, type in Destination Path:
the path using the following [ 1110.13.230, 1301 dropbox) aFFsite|L AB-WINZKS-75 Erowse. .
format:
\ \a pplia nce IP address " Connect using the ShadowProtect Backup Service credentials
\d I'Opbox \offsite or % Connect using specific user credentials
onsite\client-machine name Domain or Computer or HAS:

I A195-ABSBACKUP
f. Select Connect using
specific user credentials

User Mame:

| ABSEACKUP

Zualified User Mame:

A198-ABSBACKUPLABSBACKUP

g. For the Domain, type in the
appliance name

Password:
h. For the username, type in [ooseene
ABSBACKUP I|_7 ‘erify destination access upon clicking OK l
i. Use the password provided in | oK | Cancel

the Activation Letter

j. Select Verify destination
access... check box

k. Click OK

www.ABSbackup.com Page 18 of 31 support@absbackup.com



http://www.absbackup.com/
mailto:support@absbackup.com

3. Configuring Backup Jobs

ABS Enterprise
Installation Guide - StorageCraft

a. Click the Backup Jobs tab
b. Click New

@
@
@
@

¥
Active

Feady

t StorageCraft ShadowProtect -- [ LAB-WINZKS-T5 ]

&l

‘;ﬁ'{uuls

3 “erify Image

& Image Conversion Toal

Q) Help

“lj License

1[=] B3
File Tasks Wiew Options Help
\:] ; = I Destinations - [ LAB-WINZKS-75 ] r
Wy View 3
i Metwork View

;J' Backup Histary -- [ LAB-WINZKE-75 ]
# Wizards r,p Management wigw r i} Disk Map -- [ LAB-WINZKB-TS)/I 3 Backup Jobs - [ LAB-WINZKE-75 ]

NEEE\I Refresh
3 | Name Type | status | Next Run Time
¥ 1asks %
3 Backup
‘6 Restore
\3 Explore Backup
E ]

Dismount Backup Image

»

Backup
Reskore
Browse Image

Image Tools

c. Click Next

www.ABSbackup.com

& Backup - [ LAB-WIN2KB-75 ]

CAP NUM  SCRL /d

Welcome to the Backup Wizard!

This wizard will guide you through the creation of a backup job,

Press Next to continue

= Back

Mext =
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d. Select all the disks to be
protected

e. Click Next

f. Click Next

g. Under schedule, select
Continuous Incrementals

h. Select Additional Incremental
Backups to run Sun-Sat,
8:00AM-7:00AM with 60
minutes in between backups

i. Ensure that Use VSS is
selected

j. Click Next

0 For best performance, stagger
backup jobs between machines by
at least 10 minutes

% Backup -- [ LAB-WIN2KS-75 ]

¥olumes ko Back Up 'h
Specify ane of rmore valumes ta backup

c,"!
©

Drive Letter Yolumne File System Size: Used Partition Type Partition Flags
-] Disk O:¥irtual HD

B *h @ Syskem Reserved  NTFS 100.00 ME 28,13 MBE NTFS Ack,Pri

B Cy @ Mo Label MTFS 49,90 GB 12,09 GBE NTFS Pri

=| 3.5" floppy, 1.44MB {Removable Media)
[0 A 5@ (Removable Me... 0B 0B

< Back l et = I Cancel I

W& Backup -- [ LAB-WINZK8-75 ]

Backup Name and Destination M
Specify a name For wour backup image and select a location to save the backup c-:

Select nebwork location or browse to a local path

| W@ a198-ABSEACKUP (1410.13. 230,130\ dropbax| oFfsitel LAB-WINZKE-75)

j Browse.., |

File: Mame: | Yolurne |
C_WOL 24 (Mo Label)
System Reserved _WOL 4 (System Reserved)

Specify image names

* Double-click ta rename file, or select it and hit space or F2

= Back I Mext = I Cancel

4
W& Backup Job Editor - [ LAB-WINZKS-75 ]
Specify the backup schedule 'ﬁ
&
~Schedule %S5 Incremental Backups
C How Sun Man Tue Wed Thu Fri Sat
o r r I I I I [
Later
C Weekly Start time: I 6;00;00 PM 3:
] —Additional Incremental Backups
* Continuous Incrementals Sun Mon Tue Wed Thu Fri Sat
i i 14 v ¥ v 4
MOTE: You must use the Start taking backups at this time: I 3:00:00 AM 3:
22&??:&Eﬂt{ﬁilslgst?:manager Stop taking backups at this time: I 7:00:00 AM 3:
Minutes between backups: I 60 ﬂ
v Usevss Backups per day: 24
= Back. I Mext = I Cancel
4

www.ABSbackup.com
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k. Check off Enter Password

[. Type in the Encryption
Password as it appears in
the Activation Letter

m. Under Backup Job Name,
type in the name of the client
machine

n. Click Advanced

@ If the client does not wish to
use the ABS provided Encryption
Password, feel free to use a
unique one. Remember to store
the password in a safe place.

0. Select the Encryption tab

p. Under Encryption Algorithm,
Select AES 256 bit

g. Click OK

r. Click Next

Y& Backup - [ LAB-WINZKS-75 ]

Options
Specify the options you want For the backup image

Select Compression Method: IStandard {recommended) j

v Enter Passward I Use Password Fils Mote: This option will encrypt the image file

Password: I [TTITITTY
Corfirm Passwerd: [eesases
[~ split image File G40 ~| Mb

Backup Job Mame | LAB-WINZKS-75]

Backup Commenk

| =

< Back. | Mext = I Cancel |
Vi
f Advanced Dptions - [ LAB-WINZ2KS-75 ]
-Backupl Image | Commands  Encryption |
Select Encryption Algorithm:
Moke:
Default options are highly recommended For most backups, See User Guide For additional information,
I [o]4 I Cancel |
A
& Backup —- [ LAB-WINZKB-75 ]

Options
Specify the options you want For the backup image

Select Compression Method: Istandard (recommended) j

¥ Enter Passward I Use Password Fil Mote: This option will encrypt the image file

Password: I [TTTITT
Confirm Password: [eesasee
I~ split image file 640 ~| Mb

Backup Job Marne | LAB-WINZKS-75]

EBackup Comment

j Advanced |

I Mext = I

< Back Cancel

www.ABSbackup.com
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€ Backup - [ LAB-WINZKS-75 ]

Wizard Summary
Flease review the aoptions you have selected before dlicking Finish

Wolumes and Backup Destinations: ; -
S. U nc h ec k ExeC u te N ow 5::'ll:I E:glyoslt-eagelll)etsoewe?:ll)ltsol %,'1,3100..1133?.1553?{33?;\13:;;Ilg?i_\ﬁ?;;éle?ll.zgg:\fviﬁkvs?;S'I,System Reserved_WOL

Backup options: :
t ) CI |Ck Fi n i Sh [Cxo]r%irgispl'?ig?ethod: Standard {recommended)

Encryption algorithm: AES 256 bit (Most Secure)
Split options:
Maximum outpuk file size: Automatic
Advanced options:
[ 1Include free space
Performance Throttling: 100%
[ 15econd and subsequent Full backups are differentials
[#] Generate MDS file when creating an image File

=]
I I Execute Mow I Click Finish ko begin the operation

< Back I Finish I Cancel |

4
¥ StorageCraft ShadowProtect -- [ LAB-WINZK8-75 ] M=l
File Tasks View Options Help
\) =~ uﬂ Destinations -- [ LAB-WINZKS-75 ] r < Backup Histary -- [ LAB-WINZKS-75 ] 1
Wy Yiew = & wizards | @ Management iew | ) Disk Map -- [ LAB-WINZKE-75 1 |3 Backup Jobs - [ LAB-WINZKE-75] |

i Metwork Yiew [ ii @ @ m @
Execute Pause | Mew Delete Edit Refresh

.’Tasks o cf ed Backup Job init

u. Click the newly created 8 backp
backup Job ARestore

3 Explore Backup

&_’. Dismount Backup Image

'ﬂ Tools

»

v. Click Pause

»

o 3 ey s Basic Properties .
Initial base image jobs may (iR GRS e 30b Status 2
impact network performance. ) = @ Task Details: i (o Label) >
R t h b k . b h t J Help e \1,10:3‘230. 1.3.Dl.derhDXIDst\tElLAB-WINZKS-?S\,C_VOL
esumg € DacCKup Job when mos @ bockun 9 ;:;Df;:“t:s. init
CO n Ve n Ie nt - 7 R @ Task Details: *:} (System Reserved) ->
&) Browse Image 1110,13,230, 1301 dropboxoffsitel LAB-\WINZKS-75)System Reserved _MOL
&) Image Tools 0 Task Status: init

A View Details

® Daily incremental snapshots % A

i p License

barely impact network actve Scheduled Backup Job 2
performa nce. & Compression: Standard {recommended) ;IJ
Ready ZAP NUM SCRL 4
Backup job configuration is now
Complete
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VANCED BACKUP SOU

Confidure Image Manager

1. Activate License

4 tuJ aGranular Recovery For Exchange

:I ShadowZontrol Imagetanager
O |

lf:". Remate Deskkop Connection CempuEzy
W)

iﬂa Oracle VM WirbualBox
. ] Exchange Profile
a. Click Start &

| \i; ShadaowPrateck
b. Click ShadowControl
ImageManager 2 e viewer

'té YirtualBook

I |search programs and files l‘i‘] Log off Dl

£ Tstart

E= StorageCraft ImageManager

Source Computer 4 Managed Folder Folder Size

Free Space Image Files
E\’ | | AB-WMINRKE-T L Dihdropb o offsite\LAB-WINZKE-T... 16,63 GE 95.2% 344
o B | 25 yIN2KE-80 & Didropbosoffsite\LAB-WIN2KS-8,.. 11,10 GB 95.2% 469
a198-absbackup : 56765
¥ -
¥ Replication Targets (0
Add new replication target...
c. Under Managed Folder Tasks,
CI|Ck L|CenS|ng." A HeadStart Restore Jobs (0)
Managed Folder Tasks Add new HeadStart Restore job,.,
gy StartManaging Folder.,
o StopManaging Falder '/ Backup Image Files
werification Settingsm Friday. January 18, 2013 o

-
a Consolidation settings.. 1200AM  LODAM  ZODAM  HO0AM  400AM  SO00AM  GIDAM  RODAM  B:00 AM
4

= | Retention settings, % L4 " Lt 4 ,

@2 Folder Settings..
Backup of LAB-WINZK8-80 taken at 12:00 AM
Agent Tasks (Mo Comments]
&) Connectto sgent,. - Filename: System Resenved WOL-bON1-i882.5pi (470, Froperties:
€ NTFS (149.90 GE] Filename: C_OL-b001-i852.5pi (363.00 KE) Properties:
&y DisconnectAgent v Dt NTFS (50.00 GE] Filerame: D_VOL-bO01-i852.5p1 (§8.00 KE) Propetties:

v Refresh

P Start Processing

=3 Motification Setkings..

e Socntiettings..

www.ABSbackup.com Page 23 of 31
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d. Populate the fields with MSP =g Mame MSP Name

Name and End User Name

Organization: End User Mame

Serial Mumber: OODK-H0004-X0006-1000]

Refer tO the A_Ctlvatlon To activate this product manually please visit
Letter for the Serial Number hitpy/fwww.storagecraft.com/product_activationphp.

e. Click Activate

I Activate I ‘ Close

Activation Succeeded |

S8 The StorageCraft ImageManager agent on &198-AESEACKLP is
! now activated, Before you can create replication or HeadSkart
f. Click OK Restore jobs, however, ywou musk First assign job licenses to this

agent,

Ik

& Job Licenses for A198-ABSBACKUP E3

= Name: MSP Name
Organization: End User Name
—= k Serial Number: KKK KA JOO0K- 1000

. ) Job licenses assigned to this agent:
g. Click the up arrows to assign

H H . " Assigned In Use
all available licenses to agent Job License Type Available to Agent by Agent
h. Click Update ! Network Replication 0 1% 0
™ intelligentFTP Replication 0 1}‘3 0
® ShadowStream Replication 0 0 8 0
J HeadStart Restore 0 0 E{ 0
Update ‘ Close
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2. Add Managed Folder

a. Under Managed Folder
Tasks, click Start Managing
Folder

b. Click the Browse button to
the right of the Folder Path
field

E=, StoragecCraft ImageManager

Source Computer & Managed Folder Folder Size Free Space Image Files
l’\‘ B | 5B WINZES- 79 1% Divdropbodoffsite\LAB-WINZKE-T... 16.83 GB 95.2% 334
o B | 4B WINZKS- 80 i Divdropboxoffsite\LAB-WINZKE-3... 1110 GB 95.2% 468
al98-absbackup : 56765
¥¥, ReplicationT 0
F, eplication Targets (0)
Add new replication target..,
A HeadStart Restore Jobs (0)
Managed Folder Tasks Add new HeadStart Restore job..,
k& StartManaging Folder..
o Stop Managing Folder '/ Backup Image Files
Verification Settings.. Friday, January 18, 2013 =k
- - ;
a Consolidation ettings., 12:00 84 LODAM  ZODAM  X00AM  400AM  SODAM  GI0AM  TODAM  B00AM
= {Heteniion Settingin | = ,‘ - . - ,‘ - o -

@8 FolderSettings...
Backup of LAB-WIN2K3-80 taken at 12:00 AM

Agent Tasks (Mo Commerts]
- Filename:
% C:NTFS (149.90 GB)

wa 0 Do WTFS (50,00 GE)

Connect tosgent..,
® Filename:

ey Disconnect Agent Filename;
¥ Refresh

b Start Processing

[=d Motification Settings.

= Licensing...

@8 LoentSettings...

System Reserved VOL-b001-i882.5pi (47,0, Froperties:
C_WOL-b001-i882.5pi [369.00 KB| Properties:
D_OL-b001-i382.5pi (68,00 KB Properties;

@ Managed Folder Settings E3

Folder Path: |

Description:

Thisfolder requires authentication

Use the defaultfolder credentialsdefined in Agent Settings

Define specific credentials forthis folder:

Darmain or Camputer or MAS:
Username:
Passward:

Qualified Mame:

Assign sort priority relative to other managed falders:

NP 2s5signing asork prioritywill override column sort orders and cause this folderto

move tothe top of the managed folders list,

L]

[optional)

255 =] (0-255)

Sawe | | Cancel

www.ABSbackup.com
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l Browse for Folder =] B3

FHrey T

EIU [sh%

i | $RECYCLE.BIN
ahs-enterprise

. client-apps

c. Navigate to: drophox
D:\dropbox\xxx\client-name B offsite

C B | LABSWINZKE-TS

@ LAB-WIM2KE-79
Replace xxx with offsite or B LABWINZKE-80
onsite depending on the storage __ "hsrﬂnsite
location of the protected machine By restored
Swstem Waolume Information
d. Click Select By B

I Select ” Cancel

4

™ Managed Folder Settings E

Falder Path: Divdropbosoffsite\ LAB-WINM2KS-75

Description: LAB-WIN2K8-?5| [aptianal)

This folder requires authentication

e. Type in the description (use
name Of C|ient machine being Usethe defaultfalder credentials defined in Agent Settings
added for prOteCtion) Define specific credentials forthis folder:

f. CIle save Damain or Computer or MAS:
Username:
Password:

Gualified Mame:

Azsigh sort priority relative to other managed folders: 255 % [0-255]

80 Assigning asort prioritywill owverride calumn saort orders and cause this folderto
maowe tothe top of the managed falders list,

Save Cancel
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3. Retention Policy

a. Click the Managed Folder

b. Under Managed Folder
Tasks, click Retention
Settings

c. Configure the retention policy

ABS Recommended Settings:
e Intra-Daily(Hourly) -3
e Consolidated Daily - 31
e Consolidated Weekly - 31

d. Select Cleanup
consolidated monthly... ,
set it to 2 Months

e. Uncheck the Move
consolidated daily and
weekly image files...
checkbox

f. Click Save

@ The retention policy can be
modified to meet the client's
requirements, keep in mind, a
longer retention policy will
consume more disk space.

Retention configuration is now
Complete

EE, storageCraft ImageManager

Source Computer & Managed Folder Folder Size Free Space Image Files
I (| 8B WINZKE-T5 e Ddropbmdoffsite\LAB-WIN2KB-75 6.36 GB 95.2% 40
4 “_)5" ] | AB-WINZEE-TO g Dhdropbox\offsite\LAB-WINZKS-T... 1654 GB 95.2% 346
a198-absbackup : 56765 ] | AB-WINZEE-50 be Dhdropbox\offsite\LAB-WINZKE-G... 1110 GB 85.2% 471

¥, Replication Targets (0)

Add new replication target..,

A HeadStart Restore Jobs (0}

Managed Folder Tasks Add new HeadStart Restore job..
g startManaging Folder.
g topManaging Folder ') Backup Image Files
Werification Settings.. Friday, January 18, 2013 =

v

Sapolidation Settings.. 12:00AM  LOOAM  200AM  T00AM  400AM  S:00AM  GO00AM  TADAM  9:00 AM
= Retentian Settings.. = . G % . . G

&2 FolderSettings..
Backup of LAB-WIN2K8-75 taken at 12:00 AR

Agent Tasks Mo Camments)

- Filename: System Reserved_WOL-b0D1-i004.5pi (460, Froperties:

=~ Lonnecttodgent..
wa @ 3 MTFS [49.90 GE) Filename: C_YOL-b001-i004,5pi (181,00 KE] Prapetties:

L) Disconnect Agent
v Refresh

b Start Processing

=1 Motification Settings..
2 Llicensing...

&8 Agent Settings...

E Retention Settings E

W Owverride global agentretention settings forthis managed folder

W Automatically clean up backup image files in this managed folder:

kKeep intra-dailyimage files for at least: 3 :E: Days [1-365)
keep consolidated dailvimage files [-cd] for at least: 31:5: Days (7-365)
keep consolidated weekly image files [-ow] for at least: 31:5: Days [30-365)
I W Cleanup consolidated monthlyimage files [-cm) I
Keep consolidated monthly image files for atleast: 2 :E: Months [1-120]
I Mowe consolidated daily and weeekly image files to a subdirectoryinstead of deleting them I

[Maote: ImageManager ahways deletes intra-dailyimage files.)

‘B ImageManager may keep image files longer than the days specified if they are needed for other operations.,
Forexample, ifyou chose to remove Consolidated Weeklyimage files after 14 days, those files are not
deleted until a Consolidated Monthlyimage file is created that contains the files,

Cancel
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Offs_i“t"e_ Replication Setup

-
1. Add Locations —
Source Computer 4 ManagedFolder Folder Size Free Space Image Files
E ‘ LAB-WIN2KE-75 L DAdropbmdoffsitetl LAB-WINZKS-75 6,36 GE 95.2% 40
.7"?;5." B 2BANIN2KE- 70 L DAdropbmdoffsitel LAB-WINZKS-7... 16.54 GB 95.2% 346
a198-absbackup ; 56765 B | BTN KE- B & DAdrophomdoffsite\LAB-WINZKE-8 ... 11.10 GB 95.,2% 471

v, Replication Targets (0)

Add hew replication target..

A HeadStartRestore Jobs (0)

. Managed Folder Tasks Add new Head3tart Restore job,.,
a. In ImageManager, click R
Agent Settings T Stop Managing Folder ¥, Backupimage Files
Verification Settings. Friday, January 18, 2013 =~
X Consolidation Settings.. 1200 &4 LODAM  ZO0AM  J00AM  400AM  SO0AM  B00AM  TiODAM  E:00 &M
= Retention Settings. g 5 v % o 5 ,‘_ % % &

&% Folder Settings...
Backup of LAB-WIM2K$-75 taken at 12:00 AM

Mo Comments]
- Filename: System Reserved WOL-bO0L-i004,5pi (48,0,  Properties:
- C: MTFS [49.90 GB] Filename: C_WOL-b001-i004.5pi (181,00 KB) Properties:

Agent Tasks

= Connect to Agent..,
L) DisconnectAgent
v Refresh

B Start Processing

[=1 Motification Settings..

= Licensing...
o9 ~gentSetting

LW Agent Settings for A198-ABSBACKUP
General | Performance § Global Retention flocations | About

I EAutDmaticallycIean up backupimage filesin all managedfoldersél

Keep intra-dailyimage files for at least: T % Days [1-365]
Keep consalidated dailyimage files [-cd) for at least: 15 % Days [7-365]
Keep consalidated weekly image files [-ow far at least: 90 % Days [30-365)

b. Click Global Retention tab

Cleanup consolidated monthlyimage files -cm)

- keep consolidated monthlyimage files for atleast: 12@ rMaonths [1-120)
c. Uncheck Automatically Ll

clean u p backup_ i Maove consalidated daily and weeklyimage files to a subdirectary instead of deleting

[Mote: Imagelanager always deletes intra-dailyimage files.)

® Running global retention is

] ImageManager may keepimage files longerthan the days specified ifthey are needed for

not necessa ry When retention is ather aperations, For example, ifyou chose to remove Consolidated Weekly image files
n - o after 14 days, those files are not deleted until a Consolidated Manthlyimage file is created
configured individually for agents. that contains the files.

This allows greater customization
of retention settings.

Save | | Cancel
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General | Performance GIDbaIRetentionAbout
Destination Location s &
Mame & Path
d. Select the Locations Tab,
click the "plus" icon
Save | | Cancel
e. Setup the Location Settings
using the information below
Type: ™ intelligentFTR -
Type: intelligentFTP Narme: ABS-Cloud
Name: ABS-CIOUd Path: wault400.absbackup.cam
Path: ABS Vault Name 5 (' 5L Elock Si 65536 | Bwtes [1-131072)
O ECLIFITY - ac| Ize: B5 (1
Security: SSL =
Block Size: Default (65536) Mode: Passive =
MOde: PaSS|Ve V' This location requires authentication
. - Domain or Computer ar MNAS:
f. Select This location
requires authentication Hsemarme: 2148
Passward: AR EBEBBE AR
g. Type in the Username and Qualified Name: 213G
Password
l Save I | Cancel
@ For the ABS Vault Name,
Username and Password, refer
to the Activation Letter
h. Click Save
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NCED BAC

angent Settings for A198-ABSBACKUP

General | Performance | Glabal Retention| Locations | About
Destination Locations: i o
Mame 4 Path
Ftp
:“ ABS-cloud vaultdldabsbackup.com
i. Click Save
I Save I| Cancel

2. Replication Targets

Source Computer .« ManagedFalder Folder Size Free Space Image Files
& S %
| | AB-WIN2KE-TS Ly Dvdropbosdoffsitel L AB-WIN2KS-T5  6.36 GE 95,2% A1

= | BN 2KE-Ta o DArDpBaAOTTSIteLAB- WINZKS-T o 16,64 G5 95,2% 346
a198-absbackup : 56765 B | £E NN 2KE-80 [ Didropboxaffsite\LAB-WINZKS-5... 1110 GB 95.2% 471
a. Select the name of the -
machine being added for gy Feplication Targe's (0)
replication
:ﬁ HeadStart Restore lobs (03
b. Click Add new replication Managed Folder Tasks ik e et Rastare ..
i startManaging Folder.
ta rget... g Stop Managing Folder '/ BaCkup Image Files
Werification Settings.. Friday, January 18, 2013 =
2 cansolidation Settings. 1200AM  LODAM  200AM  IODAM  &D0AM  SODAM  G:00AM  TODAM  S:00A4M
= Retention Settings.. ‘B % v v r v v v r
8 Loldersetings.. Backup of LAB-WIN2KS-75 taken at 12:00 AM
Agent Tasks Mo Comments]
& Connect to Agantu. . Filename: System Reser\."ed_\f'O.l-hnnl-iﬂﬂd.spi (46.0... Properties:
- Ci NTFS (49,90 GB) Filename: C_WOL-b001-in04,spi (18100 KB) Propetties:

Ay DisconnectAgent

+_¥ Refresh

P Start Processing

=1 Motification Settings.,
= Licensing. .

2% AaentSettings..,
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c. For type, click the drop down,
select intelligentFTP

d. For location, click the drop
down, select vault name

e. For subdirectory, type in the
client computer name

f. Make sure Don't replicate
Base image files is selected

0 If you are not performing an
initial seedload and would prefer
to replicate entirely over the
network, uncheck Don't replicate
Base image files

g. Click the Replication Mode
Tab

h. Make sure that Yes -
Replicate only... daily
image files is selected

i. Click Save

Replication configuration is now
Complete.

Please email us at
support@absbackup.com to inform
the support team that the
appliance configuration is now
complete.

%) Replication Target for backup images of LAB-WINZK8-75

I Replication Mode

Marne: Replicate backup images of LAB-WIN2KS-T5

Destination
Type: ™ intelligentFTP -
Location: vault4il.absbackup.com - 7
Subdirechon: LAB-WWIN2EKE-T5

Perfarmance & Security

=]

Owerride glabal throttling: 1|T| Mbps -
I W Don'treplicate Base image files I
Startreplicating incremental backup images immediately
Save | | Cancel |

' Replication Target for backup images of LAB-WIN2K8-75

General | Replication Mode

Areyou replicating toa folder being consolidated by a secondImageManager?

Mo - Replicate all consaolidated files
Alsoreplicate ariginalunconsolidated intra-dailyimage files

Files mowed ordeleted byImagehanagerare deleted on the destination

I Lo E‘fes - Replicate only consolidated dailvimage files I

Yes- Replicate only ariginal unconsolidated intra-dailyimage files

1. Toensure backup image files are not corruptyou must periadicallyverify bath the ariginal and
replicated files using either ImageManager's Werification service or a 3rd-party MDSverification toal,

I Sawe I | Lancel
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