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Preamble

GRE Client Requirements
Operating System
e Windows Server 2008 R2 (64-bit), Windows Server 2012 (64-bit)
e Windows 7 (64-bit), Windows 8 (64-bit)
Software
e Microsoft Outlook 2007 or newer (32 or 64 bit)
e ShadowProtect Mount Services (if client machine is not under currently protection, refer to
Configuration: ShadowProtect Mount Service section of this guide )
Network
e Domain controller or member of the domain (same domain as the Exchange Server)
Other

e The GRE Client machine cannot be an Exchange Server of any version

Exchange Server Requirements

e Microsoft Exchange Server 2007 or above

Notes
This guide is segregated into two sections, Configuration: and Restore:
e The Configuration: section focuses on configuring the service account and GRE client
installation. Please note that this only needs to be performed once.

e The Restore: section focuses on performing a restore job using the GRE client

Definitions/Abbreviations:
e AD - Active Directory Users and Computers
e OU - Organizational Unit
e GRE - Granular Recovery for Exchange
e Appliance - ABS onsite device
e GRE Client - Machine configured to perform Granular Recovery for Exchange
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Configuration: GRE Service Account
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1. Service Account Active
Directory Permissions

a. Open Active Directory

b. Select Microsoft Exchange
Security Groups

c. Right click Organization
Management

d. Click Properties

Caommand Prompk

Exchange Management Consaole
ﬂ Internet Explorer

. l Motepad

Exchange Management Shell

Adrniniskrakar

Documents

Campuker

Metwork

Windows Firewsall with Advanced
Security

ShadowProkect

s
~ . Bchive Directory Users and
© Computers
ot
\

Contral Panel

Devices and Printers
Administrative Tools
Help and Support

Run...

4 All Programs

‘Windows Security

I |Search programs and Files

LE]J Log off Pl

|
S

. Active Directory Users and Computers

File  Action ‘iew Help

L A )

§d 0 XEd= HE 28 5T7I%

=

| Active Directory Users and Computers [LAB-WINZKE-7 | Mame = | Tvpe
| Saved Queries 52, Delegated Setup Securiby Group ..
[ 4 abs-lab3.local 52, Discovery Management Security Group ...
| Builtin ‘EJExchange &l Hosted Crganizations  Security Group .,
1] Cnmpluters 53 Exchange Servers Security Group ...
= Domtam Contr.nller.s ol 52 Exchange Trusted Subsystem Security Group ...
- ForﬂgnSecunt}fPrmupa s 52, Exchange Windows Permissions Securiby Group .

|_Managed Service fccounts .
: . _ﬁ:J ExchangelegacyInterop Security Group ...

2 | Microsoft Exchange Security Groups 2 Help Desk S

isers Y Help Des ecurity Group ...

1 | i

‘EJHygiene Management
B8 Or ganizatio .
5%, Public Folder Managemer
‘_’F:JRecipient Management
‘_ﬁJRecords Management
‘_"ﬁ:JServer Management
‘_"ﬁ:JUM Management

2, view-Only Organization ©

Managemen

All Tasks 3

Security Group ...
“ecuribv Cronp
Add to a group...
Mave. ..

Send Mail

= = B = B e B = B =

Cut
Delete
Rename

Properties

4]

Help

www.ABSbackup.com

Page 5 of 47

ShadowProtect Edition




QABS ABS Enterprise
ADVANGED BACKLIP SOLUTIONS Granular Recovery for Exchange Guide - StorageCraft

Drganization Management Properties H
| Genelal tember Of I Managed By | LM Attributes I

Members:

MHame | Active Directory Domain Services Folder |

_?_, Administrator abs-lab3 local Users

e. Select the Members tab

f. Click Add...

Add... Hemove |

ak. | Cancel | Apply |

Select Users, Contacts, Computers, Service Accounts, or Groups ﬂ
Select thiz object type:
. Users, Service dcoounts, Groups, or Other objects Okbject Types... |
g. Type in the absbackup !
. From thiz lacation:
service account name

Iabs-lab3. local Locations. .. |

h CI |Ck O K Enter the object names to select &

abzbackup Check Mames |

Advanced... | I Ok I Caticel

A
Organization Management Propetties [ 2]
General Members I Mermber Dfl Managed B_l,.ll 1IN Attlibutesl
Members:
Mame | Active Directow Domain Services Folder |
_J_, absbackup abs-lab3 local/Uzers
_J_, Admiriztrator abz-lab3 local/U sers
i. Click Apply
Add... Femove |
Ok | Cancel |I Lipply I
2. Service Account Mailbox
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@ Perform fO”OWing steps on the S Ccriirnand Prompt
Microsoft Exchange Server

Exchange Management Console

=y Administrator
— Inkernet Explarer
& p

- Documents
l Motepad
Carmpuker
a. Open Excha nge g Exchange Management Shell 3
Management Console o Network
~ 1 Active Directory Lisers and
Camputers

Contral Panel
Ao Windows Firewall with Adwvanced

Security
Devices and Prinkers

| \l; ShadowProkect
Adrniniskrative Tools 3
Help and Support

Run...

3 All Programs Windows Security

I |Search programs and Files LE]J Lag off bl

- __él. el =
|f Start o0 L4 =

[B8 Exxchange Management Console H[=]
File  Action View Help

L A 7 i

b. Expand Recipient

. . 4 Microsoft Exchange £5 Mail... 7 objects JElLE
Conflguratlon = 25 Microsoft Exchange On-Premises (l: [ _ = TR
ls2s| Drganization Configuration I Create Filter w
- ~ Server Configuration - ? Madify the Maximun. ..
c. Select Mailbox - ; Display Mame_~ [|=
i

Recipient Configuration ] .
LA absuserl @ Find...

i i S DRtrbLtion Group 14 absuserz
d. Click New Mailbox... i absusers

=21 Mail Contact . : "
i3 Disconnected Mailho 28 absuser4 = EsportList..,
&3 Mave Request 24 absusers View »
&8 Toolbox L4 Adrinistrator :
reADiscovery Search Maibox | | &4 Refresh
E Help
< | 3| K i
| |
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ol New Mailbox

F\_/IJ
O Intraduction In.lrm.:luctlnn : : : :
Thig wizard helps you create a new mailbox, rezource mailbox, or inked mailbox. You can
User Type also use this wizard to mail-enable an esisting user.
Mew Mailbox Chooze mailbo: bpe.
i I * Lser Maibax
Completion
- Thiz mailbox is owned by a uzer to zend and receive meszages. Thiz mailbox cannaot be
e. Select User Mailbox used for resource scheduling,
" Room Maibox
f- CIICk NeXt The roarm mailbox iz far room scheduling and iz not owned by a uzer. The uzer account

azzociated with rezource mailbox will be dizabled.

" Equipment Mailbox

The equipment mailbos iz for equipment zcheduling and iz not owned by a uzer. The
uger account azsociated with the resource mailbox will be dizabled.

 Linked Mailbox

Linked mailbox iz the name for a mailbax that is accessed by a security principal [user] in
a separate, truzted forest.

Help | < Back |I Mest > I Cancel

! 1|, New Mailbox

b

I Inbroduction User Type 8
You can create a new user o select existing uzers for whom pou want to create new
O User Type mailbioxes.
MHews Mailbow Create mailbaxes for:

= Mew user

g. Select Existing users: Existing users:

Ili}lndd...l

h . ClICk Add R Mame | Organizational Lnit

Help | < Back | Mt » I Cancel
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4% Select User - Entire Forest
File  View  Scope
Search: Find Mow  Clear
i. Select the absbackup service
account
j. Click OK
I ak I Cancel
1 ohjectis) selected. 1 object{s) found. .:
b o 'J'y New Mailbox
[ Introduction User Type o
Y'ou can create a new user or select existing users for whom you want to create new
[ User Type mailbioxes.
1 Mew Maibox Create mailboxes for:
ki  Mew user
sl % Existing users:
k. Click Next e X
Mame | Organizational Unit
3_; absbackup abs-lab3 local/Uszers
Help | < Back | I Mext » I Cancel
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Mailbox Settings

1 Intraduction : ; : : z .
Enter the alias for the mailbox user, and then select the mailbox location and policy settings.
3 User Type
L Aliaz:
[ taibox Settings |absbackup
e Mailbox 5 : : :
[~ Specify the mailbos databaze rather than using a databagze automatically selected:
Carmpletion

|
[~ Retention policy:
|

[ Exchange ActiveSync mailbos palicy:

[. Click Next

il i

Personal Tags are a premium feature. Mailbozes with policies that contain these tags
reguire an Exchanage Enterprize Client Access License [CAL).

Help ¢ Back |I Mext » I Cancel

Hew Mailbox

[ Introduction ! ; :
Click Mew to create the following mailboxes.,
3 Uszer Type
T : Caonfiguration Surmmary:
1 Mailbox Settings
: % absbacku 2
[ Mew Maibox I SOSDCELD e
Completi Alias: absbackup
ompletion

m. Click New

To copy the contents of this page. press CTRL+C.

Help < Back | T Cancel
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] ] ||  New Mailbox

['-'K-TJ-T/
1 Introduction Completion i L
The wizard completed successfully. Click Finizh to cloze this wizard.
7 Uszer Tupe Elapsed time; 00:00:00
I Mailbox Settings Surnmary: 1 item(z]. 1 succeeded, 0 failed.
I New Mailbox absbackup L] #
B Completion E xchange Management Shell command completed:

Enable-kailbos - dentity 'abs-lab3. local/U sersfabsbackup’ -Alias ‘absbackup’

n. Click Finish

Elapzed Time: 00:00:01

New mailbox creation for the
absbackup service account is now
Complete

To copy the contents of this page, prezs CTRL+C.

Help | < Back | I Finigh I Caticel

Exchange Management Console
3. Service Account Exchange
Permissions g Cormand Prompt
ﬂ- Inkernet Explorer AR5 SiT
(=
- Documents
l Motepad
. Computer
Exchange Management Shell
!
o Dpen
~ . Bctive Directory Users and 4 Run a5 administrator
a. Open Exchange “ Computers |
Pin ko Taskbar
Management She" as Sl Windowes Firewall with Advanced )
an Security Pin ko Skark Menu
Administrator
- Remave From this lisk
i ShadowProkect
Froperties ’
Help and Support
Run...
3 &l Programs Windows Security
I Search programs and Files LE]J Laqg aff bl

¥ _;l‘ |l._|l. =
|f Start 50 L4 =
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b. Copy/Paste or manually
enter the following command
into the Shell

@ Replace the words mailbox
database name with the actual
name of the exchange database on
the server

c. Press Enter

@ You may need to place the
exchange database name in
between apostrophes

Example: 'DB1'

d. The following is a sign of a
successful permissions change

@ If there are multiple Exchange
Databases on the Exchange
server, repeat steps b-e
substituting different database
names

GRE service account configuration
is now Complete

Command:

Get-MailboxDatabase mailbox database name | Add-
ADPermission -User absbackup -AccessRights GenericRead,
GenericWrite, ExtendedRight -ExtendedRights Receive-As, ms-
Exch-Store-Admin, Send-As

E-_:Machine: LAB-WINZK8-80.abs-lab3.local
Welcome to the Exchange Management Shell?

Full list of cmdlets: Get—Command
Only Exchange cmdlets: Get—-ExCommand
Cmdlets that match a specific string: Help ={stringl>=

: Help <cmdlet name?> or <cmdlet name> —7
Show guick reference guide: QuickRef
Exchange team hlog: Get—-ExBlog
Show full output for a command: <{command> ! Format—-List
Tip of the day #51:

Want to determine whether a server is running Exchange Server 20168 Standard
dition? Type:

Get—ExchangeServer <Server Name?» | Format-Tahle Mame,. Edition

If you want to view which edition all your Exchange servers are running. om

UERBOSE: Connecting to LAB-WIN2KB-8@.abz-lab3.local
UERBOSE:= Connected to LAB-WINZHE-808_abs-lah3 _local.
[PS] C:“Uindows“system3d2»Get—MailboxDatahase||DB1) | Add-ADPermission —User a
ite, ExtendedRight —ExtendedRights Receive—As, ms—Exch-Store—-Admin. Send-As

User Inherited

ABS-LAB3~ahshackup
ABS-LAB3sahshackup
ABS-LAB3sahshackup
ABS-LAB3sahshackup
ABS-LAB3sahshackup
ABS-LAB3sahshackup
ABS-LAB3“ahshackup

www.ABSbackup.com
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1. Access the GRE Client

@ Perform these steps on a
machine that satisfies all the
system requirements in the
Preamble

a. From the client machine, click
the Start button

b. Enter in the share path in the
search field

@ Share path example:
\\10.13.230.130\client-apps
Substitute example IP address
with the IP address that was set
on the appliance

c. Enter in the itadmin account
credentials (refer to your
Activation Letter for the
password)

® When authenticating against
the appliance, make sure to add
the appliance name before the
username. Example:
al98-absbackup\itadmin

d. It is recommended to copy
ShadowProtect_GRE.exe to
a local directory on the client
machine, but is not required

2. Install the Client
a. Double Click the GRE client

installer:
ShadowProtect_GRE.exe

I 1,10,13, 230, 130 client-apps] b Log of f | Pl

—
[ Istart
Windows Security |
Enter Network Password
Enter your password to connect to: 10.13.230.130
a198-absbackuphitadmin
' Domain: a198-absbackup
M Remember my credentials
_!_ client-apps =]
e et {
w0 . I — =
L [+ 10.13.230.130 - client-apps = &3 [ search cient-apps 5
Organize - Open Mew Folder =~ i ﬂ
Mame = Date modified | Tvpe | Size | |

ShadowProtect_GRE

Application 63,490 KB

3/29/2013 4132 PM

|44 ShadowProtectBootCD 812112012 1:44 PM Disc Image File 554,122 KB
\? ShadowProtectSetup_5.0.1 318/2013 11:45 AM Application a0,956 KB
WE YNC-Viewer-5.0,2-Windows-32hit 8i28/2012 2137 PM Application 2,710KE

www.ABSbackup.com
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Dpen File - Security Warning

The publizher could not be verified. Are pou sure you want to
un thig software?

==l Mame: ....13.230,130\client-appsishadowProtect_GRE.exe
Publisher: Unknown Publisher
Type: Application
. From: 110,13, 230,130 client-apps!ShadowProtect_GRE....
b. Click Run

l Rur l | Cancel I

Thisz file does nat have a valid digital signature that verifies its
publisher. vou should only run software from publizhers you trust.
How can | decide what software to run?

™ shadowProtect Granular Recovery for Exchange Setup M=l B3
Welcome to the StorageCraft
ShadowProtect Granular Recovery for
\ ot Exchange Setup Wizard

The Setup Wizard installs ShadowProtect Grandlar
Recovery For Exchange on your computer,

Click Mext to conkinue,

c. Click Next

Click Cancel to exit the Setup Wwizard,

Back | I Mext I Cancel

™l shadowProtect Granular Recovery for Exchange Setup M= EE

End-User License Agreement
Please read the Following license agreement carefully

p iy

END-USER LICEMSE AGREEMENT FOR SELECT STORAGECRAFT SOFTWARE PRODUCTS ﬂ

Please carefully read the terrms and conditions of this license agreement (the
“Agreement”), which applies to use of the following versions of StarageCraft®
Technology Corporation  products:  StorageCraft  ShadowProtec®  Server,
d- SeIeCt I accept the terms--- ShadowProtect Small Business Server, ShadowProtect Desktop, StorageCraft
IrnageManager™, StorageCraft ShadowControl® CMD™,  ShadowProtect VWirtual,
) ShadowProtect for Managed Service Providers™, ShadowProtect Granular Recovery
en CIle Next for Exchange™, StorageCraft ImageManager for Managed Zervice Providers™,
HeadStart Restore®, intelligentFTPe, ShadowsStrearm®, Storagelraft Recovery
Environrment, and StorageCraft Recovery Enwironrment Builder (collectively the
“StorageCraft Products” and individually @ “StorageCraft Product”). This Agreement
specifies the terms and conditions of your wse of any of the foregoing
StaragaCraft Prodnrts Arcentancs nf thic Agresmeant for = narticnl ar anr:-aal"r:nﬁ-:l

W | accept the terms in the License Agresment

Back |I Mext l Cancel |
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[®lshadowProtect Granular Recovery for Exchange Setup M= B
StorageCraft ShadowProtect Granular Recovery for
Exchange (GRE) Dependencies
i)
GRE requirez 4 Microsoft Exchange Server Databaze Management files which must be -
manually copied fram your icensed and installed Exchange Server folder to your GRE install
folder. These files ensure the Exchange EDB files are not corupt prion to use.
f. Select Check this box... Far Exchange 2007 support, copy the following files from the Exchange 2007 Server Bin
directory. The default installation path is C:\Program Files\MicrozofthExchange ServertBin
g. Click Next - ESEUTIL.exe
- ESE.dIl
- EXCHMEM.dI
- JCB.dI
For Exchange 2010 support, copy the following files from the Exchange 2010 Server,
Thie default installation path iz C:A\Program FileghMicrozofthExchange Servert145Bin ﬂ
[¥ Check this box to continue installation. By checking this box, pou acknowledge that
GRE requires files that are not included in the install to funtion correctip.
Back |I Mext I | Cancel |
™) shadowProtect Granular Recovery for Exchange Setup =] ES
Destination Folder
Click, Mesxck boinskall ko the default Folder or click Change to choose
anather Folder, i J
Inztall ShadowPraotect Granular Recovery for Exchange to:
h. Click Next
|I::'\F'mgram Filez [#BE]%StorageCraft,
Change...
Back | I Mext I Cancel
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¥ shadowProtect Granular Recovery for Exchange Setup [ [O] =]
Application Data Folder Location
Click next ko store application data in the defaulk location ar click.
“hange to choose another folder, i J
The working data zetz may require significant disk space. The digk zpace required
depends on the zize and number of the EDEB files to be processed.
i. Click Next
|I::'\F'mgramData\StnlageClafl\GHE'\
Change...
Back |I Mext I Cancel
™) shadowProtect Granular Recovery for Exchange Setup M=l B3
Ready to install StorageCraft ShadowProtect Granular
Recovery for Exchange
N/
Click. Mext to begin the installation,
Click Back to reviews or change any of wour installation settings.
J' . Click Next Click Cancel to exit the Setup wWizard,
Back | I Mext I Cancel
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™ shadowProtect Granular Recovery for Exchange Setup = E
StorageCraft ShadowProtect Granular
Recovery for Exchange Setup is complete.
=

Click Finizh to exit the Setup ‘wWizard.

k. Click Finish

Restart Required [1X]

I CI - k Y ¥ou must restart your computer prior to running ShadowPraotect Granular
. IC es Recovery For Exchange, Click es bo restark now or Mo to restart later,
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3. Outlook Setup

j't,"l Granular Fecovery For Exchange

Eh_

Carmrmand Prompt

. absbackup
l Mokepad
- Documents
f '?;l Internet Explorer
Computer
'-‘-3%‘) Snipping Tool
. Mekwark

27" Microsoft Office Cutlool, 2007
= Control Panel

a. Open Microsoft Outlook

Devices and Prinkers
Adrniniskrative Tools 3
Help and Support

Rur...

3 All Programs Windows Security

I |Search programs and files & Ling afF bl

[ 7start QJ!}

Mew Profile

b. Under Profile Name: type in
abSbaCkup ;ﬁ Create Mew Profile

Cancel

c. Click OK Profile Mame:
{absbackup| | |
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d. Type in the appropriate
absbackup email address

e. Click Next

@ You may need to Manually
configure server settings
depending on your Exchange
configuration

f. Click Finish

@ If the configuration is
unsuccessful, verify Exchange
settings and absbackup mailbox
settings

Add New E-mail Account

Auto Account Setup
Clicking Mezxt will contact wour e-mail server and configure vour Internek service provider or Microsoft

Exchange server account settings.

{hshackup@abs-laba. local 1
Example: barbara@contoso,com

E-mail Address:

[~ Manually configure server settings or additional server types

Cancel

I Mext = I

Add Mew E-mail Account

Congratulations!

Configuring

Configuring e-mail server sektings, This might take several minutes:

«"  Establish network connection
\/ Search for absbackup@abs-lab3 local server settings
\/ Log on ko server

‘our e-mail account is successfully configured to use Microsoft Exchange.,

[ Manually canfigure server settings

I Firish I

Cancel

Page 19 of 47 ShadowProtect Edition
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4. Exchange Files

® Additional Microsoft files need
to be manually copied to the GRE
installation directory for the GRE

software to properly run. These I = 3

flleSd Ca: e|t2erhbe Cco plsed from the ‘_;Q_)\, | = Microsaft + Exchange Server = ¥14 - - l{‘all Search 14
production Exchange Server or
from a mou nted Image F| |e Organize v - Open  Includeinlibrary «  Share with v Mew folder == S ﬂ
Mame ~ Date modified | Type Size | |
8 i File Folder
a. LOCate the Bi n dlrectory ClientAccess Gi14/2012 12:54 &AM File Folder
EIther on the productlon ExchangeDab a/14/2012 9:08 AM File folder
EXCha nge server or from a Grouphatrics 51912013 1127 PM File folder
g_ Logging 8/18/2012 2:40 PM File folder
Image File Mailbo 8i14/2012 12:53 AW File folder
Public a/15/2012 6:05 AM File folder
® . . RemoteScripts 8/15/2012 6:05 AM File folder
i The Iocatlon Of the Bln Scripks /1512012 6:05 AM File folder
directory can vary depending on Setup 141201 12:50 AN Fle Foder
the installation dlrectory and TransportRoles 5/14/2012 12:47 AM File folder
version of Exchange Server Working B/14/2012 12:33 AM  File Folder
Eir Date modified: &/18/2012 2:34 PM
File folder
b. Copy the following files:
e eseutil.exe
o ese.dll
e exchmem.dll
e jcb.dll (only Exchange 2007)
B cre M=
‘_;.:l_.}\, | ~ Storagecraft « GRE = - lmj I Search GRE 'jﬂ
Organize *  Include inlibrary *  Sharewith +  New faolder 4=z - _|_] ﬂ
MName « Date modified | Type Size | I;
axis2c 5/17/2013 6:20 PM File folder
C. Paste the ﬁ|es to the GRE media 5117/2013 6:20 PM File: Folder
insta”ation fOlder: || _chypes.pyd 410/2012 11:31 PM PYD File TIKE | |
|| _hashlib.pyd 411NizN17 11:31 P FYD File Z7IKB
’ . Wigw » .
C :\Program Files e sty |, e sie
A . ' roup by
\StorageCraft\GRE (64bit Outlook) ) sshovd Refresh PYD Fle 705 K
|| b22.pred Customize this folder. .. PYD File S9KE
C ;\Prog ram Files (x86) || EULA pof [ rese FOF File 410 KB
\StorageCraft\GRE (32bit Outlook) | Hoemnan Paste ot sorlcaton 159410
|| gre_main.&xe manifest Share with . MANIFEST File 1KE
|%| GREFramework. dl — . Application extension 2,622 KB LI
40 items Froperties
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5. License Activation _ .
-7 Microsoft Office Outlook 2007

u ShadowProtect GRE

= absbackup
Y Snipping Tool
3-5 PpINg

Dacuments

s Command Prompt
Computer

/ —J_- Internet Explorer
T Metwork

l Motepad
Zonkral Panel

a. Open ShadowProtect GRE

~ . hAckive Directory Users and

: Camputers Devices and Prinkers
Launch icon for Gran U lar : --rd Services Admiristrative Tools »
Restore for Exchange might not
be located on the Start Menu, the Help and Suppert
default location is:
Run. ..
C: \ P rog ram Fi IeS(XSG) 3 All Programs Windows Security

\StorageCraft\GRE\

gre_main.exe Log off | »

EE.

| |Search programs and Files

£ Tstart :__J.";l-‘r -g 7 |-_.

Open Source EDB
EDE Source File (*.edb)

| ﬂ Browse. .,

Associated Log File Folder Path

[ x| Browse...

b. Click Cancel I Attempt to skip EDE recover and repair

Moke: An EDE file with a large number of log file transactions mayw take hours to recover, See the
GRE Help Documentation Far mare infarmation.

[+ Show this dialog when starting the program

Open |I Cancel I
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ShadowProtect Granular Recovery for Exchange =]

Filz Tools | Help

t + Online Help...  F1 ‘ i

Licensing. .. Chrl+L p
Rt e [y Date - Olclest first

c. Click Help

d. Click Licensing...

Arrange by Date - Olclest first

Licenses Infarmation

e. Click Download License

Refresh Licenses |I Download License I Qpen License Folder |
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Download License

Before downloading a license vou must configure the license in the
ShadowProtect Granular Recovery For Exchange Portal:

I https:figre. storagecraft. comiGREPartal I

f Cl |Ck the Prod uct Key After configuring the license in the portal, enter the information below to
’ - - . download the license.
Activation Portal Link

Produck Key I - I - I - I

User Mame I

ComparryOrganization Mame I

Download I Cancel |

g. Type in the Product Key

Product Search

h. Click Find .
Product Key X006 X000 XX06000]

@ The GRE Product Key can be

found in the Activation Letter

- e Configure Granular Recovery for Exchange

Please enter the requested information below . (* denotes a required field)

Product Key:
# of Mailboxes: Unlimited

Mame*:

Company Name*:

i. Activate and co nflg ure the Licensed Servers
p rod u Ct key The fshadow Prol.e.cl Granu.lar Recx?'.rer',' for Exc‘.hange Iic‘.en.se is linked fo your Exchange server's n_ame
(not its fully qualified domain name). Before generating the license, please ensure the server name is
entered correctly

o

Server 1* LAB-WIN2KB-80

Confirmation Email Settings

Enter email address for license file and instruction distribution

To™ Is upport@absbackup. com|

cC: |

Sawe Configuration |
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Download License

Before downloading a license you must configure the license in the
ShadowProtect Granular Recovery For Exchange Portal:

https:figre, shoragect aft. comf/GREPartal

j Type in the same Credentia |S After configuring the license in the portal, enter the information below to
’ - . download the license.
as the Activation Portal

Product Key e e R

User Name | ABSBACKUP

k. Click Download

Caormpany/COrganization Name IF'.BSBP-CKUP

I Dovanload I Zancel |

Licenses Infarmation
[l Information
0 New license downloaded
| |
|. Click OK "~ Only onelicense can be used at time,

you must close all open EDBs before this
license can be used,

Refresh Licenses Download License | Cpen License Folder |

Licenses Information
ol oL e i

License File
AR lic
Expiration Date
01-01-2015
. Licensed Exchange Servers
m. Click Done LAB-WINZKS-80
Mailboxes
Unlimited
Product Key
Requires ShadowProtect Mounted Image

GRE Agent Configuration is now tes
Complete

Refresh Licenses Download License | Open License Folder |

Done
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éonfigl;lration: ShadowProtect Mount Service

9 Only perform the following
configuration if this machine is not
protected under the ABS
Appliance. If the machine is
protected under the ABS
Appliance, please skip this section
of the guide.

1. Access the Agent

a. From the client, click the I“1”'13'23”'13':'1C"E”t'a'3'35| E Logoff ||

Start button
[ Tstart
b. Enter in the share path in the
search field
@ Share path example:
\\10.13.230.130\client-apps
Substitute example IP address
with the IP address that was set
on the appliance
Windows Security x|
c. Enter in the itadmin account Enter Network Password

Enter your password to connect to: 10,13,230,130

credentials (refer to your
Activation Letter for the
password)

B a198-absbackupitadmin

@ When authenticating against L) Domain:2198-absbackup
the appliance, make sure to add B cenerwe my assentas
the appliance name before the
username. Example:
al98-absbackup\itadmin

_! client-apps
'.:_:.' .:_:. |¢ - al9g-absbackup - client-apps - lmll Search client-apps LE‘J
. Organize ¥  Mew folder = = [l ﬂ
d. It is recommended to copy - _
ShadOWPI‘OteCtSetup .exe Mame = Date modified | Twpe | Size | |
tO a Iocal directory on tﬁe K shadowPraotect_GRE 3f29/2013 4132 PM Application 63,490 KB
Client but iS nOt req Uired |44 ShadowProtectBoobCD /212012 1144 PM Disc Image File 554,122 KB
! I_\,j ShadowProtectSetup_5.0.1 31812013 11145 AM Application a0, 956 KBI
VE yHC-Yiswer-5.0,2-Windows-32bit a/2a/z012 2:37 PM Application 2,710 KB
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2. Install the Agent

Do you want to run this file?

m. Double Click the agent

5 ] Mame: ...0.130client-appstshadowProtectSetup_5.0.1.exe
installer 5 Publisher. StorageCraft Technology Corporation

ShadowProtect_.exe Type: Appiication
Fram: 1110.13.230.130\client-appsiShadowProtectSetup. ..

n. Click Run

I Run I | Cancel I

i l“l ‘while files frarm the Interet can be useful, this file type can

potentially harm your computer. Only rn zoftware from publishers
you trust, What's the rizk?

Installation Language <
Select the language to use for instalation,
STORAGECRAFT

Backup Fast, Recaver Fasier

Hote: Installation language selected here MUST match the license key
that will be used to register the product.

- - Deutsch
0. Select English, click Next .

English (Australia, New Zealand)
Espafiol

Frangais

Italiano

BnE

gt=oi

Portugués do Brasi

Portugués Europeu

Turkge

Fikch
Pt
Back |I het ] cone
£
STORAGECRAFT.

IDDNTECC

B
FOR MANAGED SERVICE PROVIDERS

p. Click Next

Welcome to the upgrade wizard for StorageCraft® ShadowProtect® for Managed
Service Providers

This wizard upgrades your ShadowProtect® MSP installation. To continue, dick Next.

| e

www.ABSbackup.com Page 26 of 47

ShadowProtect Edition



Granula

ABS Enterprise
r Recovery for Exchange Guide - StorageCraft

g. Accept the license agreement,
click Next

r. Select Custom, click Next

s. Click Next to accept the
default install directory

t. Select only the Mount
Services option, click Next

zl
SN
STORAGECRAFT

Bockup Fost, Recover Faster

License Agreement
Flease read the following license agreement.

END-USER LICENSE AGREEMENT FOR SELECT STORAGECRAFT SOFTWARE PRODUCTS ﬂ

Please carefully read the terms and conditions of this license agreement (the
“Agreement”), which applies to use of the following versions of StorageCraft®
Technology Corporation software: ShadowProtect Server, ShadowProtect Small
Business Server, ShadowProtect Desktop, ShadowControl ImageManager™,
ShadowControl CMD™, ShadowProtect Virtual Server™, ShadowProtect Virtual
Desktop™, ShadowProtect for Managed Service Providers™, and ShadowControl
ImageManager for Managed Service Providers™ (collectively the “StorageCraft
Products” and individually 3 “StorageCraft Product”). This Agreement specifies

the terms and conditions of your use of any of the foregoing StorageCraft

Products. Acceptance of this Agresment for s particular StorsgeCratt Product x|

I @1 acneEt the terms of the license aareement‘ I

£ 1do not accept the terms of the license agreement.

Back |I Next I

pint | cancel |

StorageCraft ShadowPratect MSP Setup Wizard [x]
Installation Type C :‘

Select an installation type. -

STORAGECRAFT

Bockup Fosr, Recaver Faster
Select your desired installation type from the options below:

(" Complete
| & Custom

Install with default settings.

Instal with user-specified settings. |

gk | ve B conce

SN
STORAGECRAFT

Backup Fost, Resover Fasier

Installation Location
Select an installation Folder.

Install StorageCraft® ShadowProteck@ MSP to:

Ci\Program Files (=86)\StorageCraftiShadowProtect

Default

StorageCraft ShadowPratect MSP Setup Wizard [X]

Select Featurs e tobe ot SN
STORAGECRAFT

Bockup Fasy, Recover Faster

Select the Feabures you wank ko install, Desslect any Features you do not want ka install.
[ Management Console

[ Backup Agent
[ Snapshet Driver
Mount Services
™ 150Toal

[ virtualgact
i~ [] ImagsReady
‘- [ 5PDiagrostic Tool

Back |I Mext l

el
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StorageCraft ShadowProtect MSP Setup Wizard [X]

SPDiagnostic License Agreement <=
Flease read the Following license agresment.

STORAGECRAFT

Bockup fau, Recover faster

Installation of the SPDiagnostic Toal requires acceptance of this additional license agreement.
Fleass read and accept the license agresment, or deselsct SPDiagnastic installation.

u. Click Next

EMD-USER. LICEMSE AGREEMENT j

Copyright @ StorageCraft Py Ltd 2009-2012
all Rights Reserved

IMPORTANT NOTE

Reead this document carefuly. This is & legal agreement betwesn you, the user,
and StorageCraft Py Lbd. This software is protected by copyright, which is
wested in StorageCraft Pty Lid andfor its suppliers. The software may only be
Iri‘ Laccept the terms of the icense asreementl

€ 1do ot accept the kerms of the license agresment.

pine | Back |I Hext I cancel |

[l

StorageCraft ShadowProtect MSP Setup Wizard [x]
Ready to Install p
Begin installation.

STORAGECRAFT

Bockup Fost, Recover Faster

Click Install ko begin the installation,
v. Click Install

To review ar change installation settings, dlick Back, Click Cancel to exit.

T

:
w. Click OK

0 Flease immediately reboot wour computer, Backups will not be performed until the system
[ |

has been restarted,

StorageCraft ShadowProtect MSP Setup Wizard [ x]

STORAGECRAFT
X. Select "Yes, I want to restart SHADOWPROTECT.
my Computer nOW’" C”Ck FOR MANAGED SERVICE PROVIDERS
Finish

Installation Complete

StorageCraft® ShadowProtect® for Managed Service Providers has successfully installed, Before
w0U £an use the program, you must reskark your computet.

l(-‘ Yes, [ want bo restart my computer now, l
After the reboot has completed, e
the ShadOWPrOteCt mou nt SeerceS (Plea;ennte:BatkupswiIlnntrununtilthesystemhasheenrestarted.)
installation is Complete

Click Finish ko complete setup,
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Restore: Mounting the Recovery Image as Local Drive

1. Selecting Recovery Image

0 Before beginning the granular
recovery process, ABS highly
recommends to first verify that the
mail items were not accidentally
misplaced or are still in the
Deleted Items folder. Check the
Recover Deleted Items tool
within Outlook to see if the items
can be recovered that way.

® The following steps must be
performed on the machine that
has been configured to execute
Granular Recovery for
Exchange restore tasks.

a. Click the Start Button | V.a198-ahshackupidrophax| ¥4 Logoff |b|
b. Type in the dropbox share Ty &4 -

path in the search box

® Share path example:
\\a198-absbackup\dropbox
Substitute "a198" with your
unique appliance ID

Windows Security El

Enter Network Password
Enter your password to connect to: a198-absbackup

c. Enter in the itadmin account
credentials (refer to your
Activation Letter for the _
password) i

I OK I Cancel

EF al198-abshackup\itadmin

@ When authenticating against
the appliance, make sure to add
the appliance name before the
username. Example:
al98-absbackup\itadmin
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d. Double click the appropriate
storage folder that the
protected Exchange Server is
stored under.

@ You will find an offsite and an
onsite folder under dropbox

Use offsite folder for storing
snapshots that are being
replicated to the ABS Cloud

Use onsite folder for storing
snapshots locally on the appliance
(not replicated to the ABS Cloud)

e. Double click the name of the
exchange server you want
to restore data from

f. Select the Image File(s)
that contain the Exchange
Database and Exchange
Logs

9 If the Exchange Database
and Exchange Logs are located
in different Recovery Images,
you will need to mount them both
by repeating these steps.

_! dropbox

.

LA |2

= al98-absbackup ~ dropbox -

- lmj I Search dropbox

Organize ¥  Sharewith +  Mew folder = o [0 e
Mame = Date modified | Type | Size | |
offsite 117[2013 722 PM File Falder
onsite 1/15/2013 018 PM File Falder
. offsite =] 5

9!,: :IV | = dropbox = offsite - - lmj I Search offsite
Crganize *  Includein library *  Share with = Mew Folder 4= - E] ﬂ
Mame = Date modified | Type | Size | |
LAEB-WINZKE-72 1/30/2013 1:58 PM File Folder
LAB-WIMNZKE-79 1/30/2013 5:58 &M File Folder
LAE-\WINZ2KS-50 1/30/2013 8:58 AM File Falder
ame Date modified Type Size
\5 C_WOL-b001-i001 1/17§2013 8:58 PM ShadowProtect Incr... 167 KE
|| System Reserved_WOL-b001-001.mdS 1/17/2013 8:56 PM MOS File 1 KB
\5 Syskem Feserved_WwoL-b001-i001 1/1742013 8:55 PM ShadowPratect Incr... 47 KB
| C_MWOL-b001-i002, mdS 1/17§2013 958 PM M5 File 1KE

C_WOL-b001-i00z2

ShadowPratect Incr. .

|| Systemn Reserved _WOL-B001-002,mdS
\5 System Reserved_WOL-b001-i002

1/17j2013 9:58 PM
1/17(2013 9:58 PM

|| C_WOL-b001-i003. mdS
F c_voL-bon1-in03

7 C_voL-b001-i003-cd
|| System Reserved_wOL-b001-003,mdS
\5 Syskem Reserved _WOL-B001-i003

\5 System Reserved_wOL-b001-i003-cd

1/17j2013 10:55 PM
111712013 10:58 PM
1/17j2013 10:58 PM
1/17j2013 10:55 FM
11712013 10:58 PM
1/17j2013 10:58 PM

MCS File: 1KE
ShadowProtect Incr... 47 KB
MOS File: 1KE
ShadowProtect Incr... 152 KB
ShadowPratect Incr. .. 224 KB
MOS File: 1KB
ShadowProtect Incr... 46 KB
ShadowProtect Incr.., 50 KB
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@ Feel free to organize the
recovery images by the "date
modified" for easier navigation.

The naming scheme for the
images follows this format:
Volume name-Base number-
Incremental number

CD = Consolidated Daily
CW = Consolidated Weekly
CM = Consolidated Monthly

2. Mounting Recovery Image

a. Right click the Image File,
select Mount

b. The Image File Mount
Wizard will open

c. Click Next

Mame Date modified ~ Type Size
|| C_¥OL-b001-i002-cd.mdS QfZ1/2012 12:00 AM MDS File 1KE
\5 C_WOL-b001-i002-cd afz1fz012 12:00 AM  ShadowProtect Incremental Image 1,558 KB
|| Syskem Reserved_YOL-b001-i002-cd.mdS 9/21/2012 12:00 AM MD5 File 1KE
3 Swstem Reserved _WOL-bO01-i002-cd 9/21/2012 12:00 AM ShadowProtect Incremental Image SOKE
|| C_¥OL-b001-i002,mdS 9/20/2012 8:59 PM MDS File 1 KB

| Swstem Reserve
\5 System Reservec
|| Swstem Reservec
\5 System Reservec
|| C_¥OL-bo01-i001
F c_voL-booi-inog
|| Swstem Reservec
\5 Syskem Reservec
|| Swstem Reservec

|| c_voL-bood.spk

Mount... {M)
Cuick Mount {0)
WirtualBoat. ..
Cpen with, .,

Send to

Cuk
Copy
Create shortcut

Delete
Rename

Properties

‘ Image File Mount Wizard

9/20/2012 159 PM
9/20/2012 £:59 PM
9/20/2012 7159 PM
9/20/2012 7159 PM
9/20/2012 7:59 PM
9/20/2012 7:59 PM
9/20/2012 T7:27 PM
9/20/2012 7:27 PM
9/20/2012 7:27 PM
9/20/2012 7:27 PM

Press Next ko conbinue

owProtect Incremental Image
MDS Filz

ShadowProtect Incremental Image
MDS File

ShadowProtect Incremental Image
MDS File

ShadowPratect Incremental Image
MDS File

ShadowPratect Full Image

SP¥ File

SPE File

Welcome to the image mount wizard!

1KE

48 KB
1KE

48 KB
1KE
1,431 KE
1KE
10,641 KB
1KE

1KE

This wizard will help you to mount a backup image file so that vou can explore the file contents of a backup,
| This is done by mounting the backup image file to a drive letter or to a Folder.

= Back

l Mext = l

Cancel
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ShadowProtect Image File Password I

Enter the passward For the Following image File:
I D4 drophaosof Fsikel LAB-WIN2KS-7SC_VYoOL-boo1 , spf

d. When prompted, type in the
ABS Encryption Password

Password;

I o4 I Zancel

® Please use the same
encryption password used in the
initial setup of the machine. If you
used the ABS provided password,
you can find it in the Activation
Letter.

e. Click OK

¥ Image File Mount Wizard

Image File Name
Select an image file to explore
[:dropboxioffsite\LAB-WINZKS-750C_WOL-bo01, spf Browse. .. |
[ General Image File Properties =
Mount points (sl
User-specified image file comments
. Image creation time (local time on this machine) 20130117 20000:10,932 —
f. Click Next b _ . — o
Image creation time (local time on the machine that created the im: 2013/01/17 20:00:10,932
Irmage craation time (UTC) 2013/01/18 01:00:10,932
Compression bype Standard (recommended)
Encryphion type AES 256 bit with password validation
Core version which created the image 5.0.235.22464
Image contains CRC daka Yes
B Source Machine Properties
Machine name LAB-WINZKE-75 b
< Back | et [ Cancel |
4

¥ Image File Mount Wizard

Image File Name
Confirm or change the image file to be mounted

Image File
[\ dropboxoffsitelLAB-WINZKS-75C_WOL-b001 . spF

g. Click Next

[ General Image File Properties -
Mount points (]}
User-specified image file comments
Image creation time (local kime on this maching) Z013/01/17 20:00:10,932
Image creation kime {local kime on the machine that created the im: 201301717 20:00:10,932
Image creation time (UTC) 2013/01/18 01:00:10,932
Compression bype Standard (recommendead) =
IS Liee 1. e e Ll dlideu

< Back I Mexk = I Cancel |
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¥ Image File Mount Wizard

Explore Dptions

h . SeleCt ASSig n the fO I I OWi n g Specify how the image file will be mounted for exploration
drive letter:

Select the drive letter or path to assign bo the mounted image:
lf:' Assign the Following drive lekter: l

e =]

€~ Mount the image in a new subfolder under this existing NTFS Folder:

I BrawWsen |

specify the mame far & new subfolder at which the image will be mounted:

i. Select an available drive letter
from the drop down menu

j. Select the Allow writes
ChECkbOX % Creation dateftine 2012_09_20 19_01_23.445

| Image file name

k- C|IC|( NeXt £ Custom mame

r|7 Allows writes (writes can be saved o a new incremental File at dismaount tirmne:) l

I. Click Finish T
< Back Mext = Cancel

The recovery image will now be
mounted as a local drive on the
machine
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® This restore type is used to
restore back to the original
Exchange server. If you need to
restore the items to a PST file,
refer to Restore to Personal
Folder File (PST) section of this
guide.

0 It is recommended to be
logged in as the absbackup
network admin account when
performing these steps

a. Open Granular Recovery for
Exchange

@ Launch icon for Granular
Restore for Exchange might not
be located on the Start Menu, the
default location is:

C:\Program Files(x86)
\StorageCraft\GRE\
gre_main.exe

b. Click Browse... under EDB
Source File and navigate to
the Exchange Database on
the mounted recovery image

c. Click Browse... under Log
File Path and navigate to the
Exchange Logs on the
mounted recovery image

d. Click Open

27 Microsoft Office Cutlook 2007

u ShadowProkect GRE

'—‘f:’ Snipping Tool
|:::\

Caommand Prompk

ﬂ_ Internet Explorer
p——y

l Motepad
~— - Active Directory Users and
© Computers
- s, Services
T
» Al Programs

| |Search programs and Files

=

B

absbackup

Dacuments

Cornpuker

Mkt

Control Panel

Devices and Prinkers

Administrative Tools ¥

Help and Suppark

Rur. ..

windows Security

Log off | ¥

£ 7start :J,':-:, g._

Dpen Source EDB

EDE Source File (*.edb)

l E:\Databases\DEL, edb| Ll Browse. .. ‘
Associated Log File Folder Path
| E:iLogsiDE1 | Browse... ‘

[~ Atternpt to skip EDB recover and repair

Make: An EDE file with a large number of log File transactions may take hours to recover, See the

GRE Help Documentation for more information,

¥ show this dialog when starting the program

I Zipen I Zancel
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¥ shadowProtect Granular Recovery for Exchange H=

File Tools Help
Cpen Source EDE...___ Cir-O L ‘ i
I Open Target... ChrHT

Expart Selection, .. ChrH-5 lange by Date - Oldest first [

Quit ChrHQ)

e. Click File

f. Click Open Target...

Arrange by Date - Oldest firet

g. Select Connect to Microsoft

Exchange Server (All -~ Target Type
Mailboxes) " Create a New PST Fils
" Open an Existing PST File
h - Type in the EXCha nge {* Connect to Microsoft Exchange Server (4l Mailboxes) I

server name {~ Connect ta Microsoft Exchange Server (Single Mailbox)

i. Select Connect To Public [Target Server
Folders Server Mame | LAB-WINZKE-50 =
¥ Connect Public Folders
.] 0 CI ICk NeXt The CAS server is required when connecting to a 2010 Exchange server that does not have the Client Access Rale,
CAS Server |

k. If the Exchange Server does
not have Client Access Role, Cancel |

type in the CAS Server name

® Granular Restore for
Exchange will now connect to the
Exchange server. This may take a
long time (depending on the total
number of mailboxes on the
Exchange server)
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. On theTop Panel (Source)
navigate to the items that you
wish to restore

® Messages, folders, calendars,
mailboxes, and Exchange database
files are all supported using this
restore method

m. On the Bottom Panel
(Target) , navigate to the
location where you wish to
restore the email message to

® You are able to create new
folders in the target field. These
changes will reflect on the
Exchange server in real-time.

¥ shadowProtect Granular Recovery for Exchange

File Tools Help

O[]

B&wanm

-1

EF _'331 i‘:g‘ljbux : Adm\ni:: Arrange by Date - Oldest first | h |
i Mailbox - absbac Dorurrent Mestin = LU nc P ans
- i Mailhox - absuse q .
g Maihos - absues | [ sbsusert o 125 absuser1 Fri, Jan 25, 2013 12:52
7% Calerd :
el Test Email Tao: absuser2
- Conwersatior absuzerl 0L 1252 .
B+ W Deleted Iter ABSBACKUP compary notification
Drafts Lunch Flans
absuserl L2501 12:52
1% Journal -
Junk E-Mail Lunch Plans Thank yau,
g gﬂiﬁx B absusert GLEANLS 12:52 ABSBACKUP
- g::g‘::ﬂss Backup Systems Overview
E- [ Sync Issues | ff 2bsuser! GLEEANLS 12:63
o oA
4] T »[ | RE:Backup Systems overview =l
B LAB-WIN2KE-80 Arrange by Date - Oldest first
i
[®) ShadowProtect Granular Recovery for Exchange [_ O] ]
File Tools Help
E v s ‘ * -] ‘ i
DBI;:'IJMX - dm\n|=; arrange by Date - Oldlest first [
Mallbox - absbac : -
[+ et Mailbox - absuse Document Mesting
(il Mailboe - absuse absusert QYL 1252
% Calendar
5 Contacts Test Email
3 Conversatior absuzerl 125201, 12:52
- W Deleted Iter
Drafts Lunch Plans
3. gnbux | absuzerl ORI, 1252
@ Journal
Jurk E-Mail Lunch Plans
- gﬂttzzx —  absuzarl 1252015, 12:52
- gé:tif:rt Backup Systermns Overview

B Sync ssues | bsuserl QYL 1253
=T
< I _>|_I RE:Backup Systems overview M|

LAB-WINZKE-80 =

arrange by Date - Oldest first

[#- da Administrator
[#- ke absbackup
[ i absuserl
E-dd absuserz
% Calendar
< Contacts
W Deleted Ttems
Drafts

& Journal
Junik E-Mail
Motes —1
Cuthox

RSS Feeds

* Sent tems

Sync Issues

(]

-
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¥ shadowProtect Granular Recovery for Exchange [_ (O] x]

File Tools Help

E 4w aR® ‘i

- DBl.edb - -
L o - Adminic— Arrange by Date Oldest first

i Mailbox - absbac
it Mailbox - absuse

4RE:Backup Systems overview

Docurnent Meeting

i Mailbox - absuse absuserl OESALS 12:52 absuser1 Fri, Jan 25, 2013 12:53
7% Calend :
el Test Email Tao: absuser2
- Conwersatior absuserl OLEE0L, 12:52 .
B+ W Deleted Iter ABSBACKUP compary notification
Drafts Lunch Flans
~ i Inbai absuserl
-~ 4% Journal | copy Gi
S I t th t th t - h i“”tk E-Mail Lunch Plans Export selection,.. | ciribs [
- jokes
n. elec e Iitems d you WIS - %i Outbox ~ — absuserl Hide Preview Ctr+H  [ACKUP
to resto re - g::g‘::ﬂss Backup Systems Overview

=] Sync [ssues o absuserl L2501 12:55
= Tl Jhd|
4 r RE:Backup Systems overview ;[
0. Right click the items, click sfeaeke® 4l aragebypste v Osstfist
Co py - Administrator

ik abshackup

i ahsugerl
absuserz

"% Calendar

L Contacts
Deleted Items
Drafts

- Inbos
Journal

Junk E-Mai
Nates o
Cuthoy

RSS Feeds

* Senk Ttems

Sync Issues
Tarlen
|»

[®) ShadowProtect Granular Recovery for Exchange [_ O] ]

File Tools Help

Nevan | &

E=E DB1 edb 21 arrange by Date > Oldest first .
i oy admind .| RE:Backup Systems overview

i Mailhox - absbac
i Mailbox - absuse

Document Meeting

= it Mailbox - absuse absuserl OYEEFA0LS, 12:52 absuser1 Fri, Jan 25, 2013 12253
- nggﬂg Test Email T absuser2
Conversation absuzeri U501, 12:52
- W Deleted Iter ABSBACKUP company notification
o Drafts Lunch Plans
i Inbox absusert YIS0, 1052

p. Right click the location where " e S e

Hotes

you wish to restore the items woupox = ws s | ABSIACKP
o g::tif;_t Backup Systerns Overview
- Sync Issues o absuzerl OLEEFA0LT, 12:55
q CIICk Paste _‘I_'I"L' _>|_| RE:Backup Systems overyiew |

= o LAB-WINZKS-80
E- = DBL

B e Adrministrato
[+ ke absbackup
e absusert
Bl ahsuserz
T Calendal
I Conkacts
W Deleted
D afts

arrange by Date - Oldest first

Create Folder

Tt
% Outbox
R55 Fes
* Sent Itel
Sync Iss o

4 T -["‘" »
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r.

S.

Restore progress will be
displayed in the Target panel

The restored items will now
appear in the selected restore
location

The restore of mail items is now
Complete.

Proceed to Dismounting
Recovery Image section of the

ShadowProtect Granular Recovery for Erchange
File Tools Help

J[=] E3

&4 ‘ i
El-H pBl.edb . 4
e | pren T e ﬂm‘ RE: Buisness Guidelines
Document Meeting
- e Mallbox - absuse .
g Mailbow - abenen | absusert oL 125 absuser2 Fri, Jan 25, 2013 13:13
% Calendar n
S Contacts Test Email T sbsuserl
Conversation absuserl L2501 12:52
[+ W Deleted Iter
Drafts Lunch Plans
i' gnbox ! absuserl QLRENLS 12:52
o dg Journal
Jurk E-Mail ek FlEs From: ab.suserl
Wates i P, Sent: Friday, Tanuary 25, 2013 11:57 &M
i Qutbox T e To: absuser2
- g::g‘::ﬂss Backup Systems Overview Subject: Buisness Guidelines
- Sync [ssues o absuserl L2501 12:5%
o oA Jhd|
4 r RE:Backup Systems overview ;[
ABSBACKLP company notification
~ Restorations and Exp -
8 Restorng Tnbo Arrange by Date Oldest first
DBL Thank you,
i Administrato
i absbackup ABSBACKUP
ki absusert
B i
R35Fee
Py uﬂ,_|
4 3
Y
ShadowProtect Granular Recovery for Exchange =]
Fil=  Tools Help
Bewai -1
Arrangs by Date - Oldest first | o q .
RE: Buisness Guidelines
Document Meeting =
ik Mailbox - absuse X
Bl Maibow - absuse | absuserd o, 125 absuser2 Fri, 1an 25, 2013 13:13
- 75 Calendar B
e s Ermeil To: absuserl
Conversation absusert 0125015, 12:52
- W Deleted Tter
Drafts Lunch Plans
' gﬂbox | absuserl o0, 12:52
- 4o Journal
Ty Lunch Plans ;rm::l: Eb;userJl 23, 2013 11:57 AM
Hotes § ent: Friday, January 23, 3
o Outbox 1 absusert 0125015, 12:52 To: absusers
R35 Fesds Backup Systems Overview Subject: Buisness Guidelines
“1 ¢ Sent Items
3] Syne Issues absusert 01252015, 12:53
T Thrlen =
1 » RE :Backup Systerns overyiew ~|
ABSBACKUP company notification
& 'E_L’QB'[\)'\éllNzka'EU =8 Arrange by Date - Olclest first
i Administrato -
i absbackup bocument Meeting Thank you,
ik absuser1 absusert OlELE 1252
ABSBACKUP
Test Emall
absusert 0125015, 12:52
Lunch Plans
absusert 0125015, 12:52
Lunch Plans
absusert 0125015, 12:52
b Sont Tt Backup Systerns Overview
Sync Iss absusert 01252015, 12:53
=0~
4 ] » RE :Backup Systerns overview LII
4

guide to finish the process.
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ﬁestoré: Personal Folder File (PST)

® This restore type is used to
restore to an existing or newly
created PST file. If you need to
restore items directly to an
Exchange server, refer to Restore
to Exchange Server section of
this guide

0 It is recommended to be
logged in as the absbackup
network admin account when
performing these steps

a. Open Granular
Recovery for
Exchange

® Launch icon for Granular
Restore for Exchange might not
be located on the Start Menu, the
default location is:

C:\Program Files(x86)
\StorageCraft\GRE\
gre_main.exe

b. Click Browse... under EDB
Source File and navigate to
the Exchange Database on
the mounted recovery image

c. Click Browse... under Log
File Path and navigate to the
Exchange Logs on the
mounted recovery image

d. Click Open

27 Microsoft Office Cutlook 2007

u ShadowProkect GRE

'—‘f:’ Snipping Tool

|:::\

Caommand Prompk
ﬂ_ Internet Explorer
oy

l Motepad

~— - Active Directory Users and
© Computers

Services

» Al Programs

| |Search programs and Files

=

B

absbackup

Dacuments

Cornpuker

Mkt

Control Panel

Devices and Prinkers

Administrative Tools ¥

Help and Suppark

Rur. ..

windows Security

Log off | ¥

£ 7start :J,':-:, g._

Dpen Source EDB

EDE Source File (*.edb)

l E:\Databases\DEL, edb| Ll Browse. .. ‘
Associated Log File Folder Path
| E:iLogsiDE1 | Browse... ‘

[~ Atternpt to skip EDB recover and repair

Make: An EDE file with a large number of log File transactions may take hours to recover, See the

GRE Help Documentation for more information,

¥ show this dialog when starting the program

I Zipen I Zancel
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ShadowProtect Granular Recovery for Exchange =]

File Tools Help
Cpen Source EDE...___ Cir-O L ‘ i
I Open Target... ChrHT

Expart Selection, .. ChrH-5 lange by Date - Oldest first [

Quit ChrHQ)

e. Click File

f. Click Open Target...

Arrange by Date - Oldest firet

Open Targekt

—Target Tvpe

{* Create a Mew PST File I

" Open an Existing P5T File

g SeleCt Create a NeW PST {~ Connect ta Microsoft Exchange Server (4l Mailboxes)
Fi |e " Connect ta Microsoft Exchange Server (Single Mailbosx)

) —Target PST File
h. Click Browse...

Provide a Full path and name to create a new PST file as a restore target,
PST File (*,pst)

I I Browse... I

cos |
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@Ereate a Mew PST File E

G ) [moeson - ~ 83 [ seaenDestcs
COrganize *  Mew folder S g
7 Favorites I— Libraries
P Deskiop Syskam Folder
4 Dowrloads -
=1 Recert Flaces _2 absbackup
a a g | Syskem Fold
i. Navigate to the location — a T
where you would like to £| Dacuments P Computer
create the new PST file o Music (S Fystem Folder
k= | Fickures 2.
. . B Yideaos 1. P k.
j. Name the new PST file Ry e o
1M Computer d
k. Click Save & Locaoskc)

A2 o Drive (021 Trte

File nare:

[
[

Save as type: IPST File {*.pst)

“~ Hide: Foldersl I Sawve I Cancel |

£

Open Target

—Target Type

¥ Create a New PST Fils
i~ Open an Existing PST File
" Connect ko Microsoft Exchange Server (Al Mailboxes)

{~ Connect ta Microsoft Exchange Server (Sinale Mailbo)

| Click Open —Target PST File

Prowide a full path and name ko create a new PST file as a restore target.
PST File (*.pst)

I C:JUsersfabsbackup)Desklop/restore, pst Browse, ., |

o |
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[®) shadowProtect Granular Recovery for Exchange [_ O]
File Tools Help
B&wanm - i
= I-E-Bnlﬁlaawslbux-»\dmmis: arrange by Date - Oldest first [
Rl [— -
- ,\E‘nmx - absuse absuzerl OLESE0LS 1352
- 7 nggﬁg Test Email
¥ Conversation absuzerl 0L 1252
m. On the Top Panel (Source) R | —
navigate to the items that you - o — s
. unk E-Mail Lunch Plans
WISh tO restore b gattzsox —f absuserl OLE0LE 12:52
{ .ngti‘::r?; Backup Systems Overview
- - Sync [ssues o absuserl 0L 12:55
@ 4| T"" [ RE:Backup Systems overview |
Messagesl f0|dersl CaIendarsl B & restore.pst Arrange by Date - Oldest first
mailboxes, and Exchange database
files are all supported using this
restore method
#
[®) ShadowProtect Granular Recovery for Exchange [_ O] ]
File Tools Help
CEEEYE . & |
& l_[f};:?hﬂxmdm‘nls; arrange by Date - Oldest first |
5 e | Document eeting =
B ik Mailtos: - sbsuse absusert QYEEL, 1252
._ nggﬂg Test Email
Conversation absuzeri OlELE 1252
B~ W Deleted Trer
Drafts Lunch Plans
i' g';ﬁ?:a‘ absuzer OLEE0L, 12:52
Junk E-Mail Lunich Pl
n. On the Bottom Panel e -
(Target) , navigate to the 8 o oome Bakup Systems Overvew
= R - Syne Issues o absusert 101, 155
location where you wish to 7 = REBackup Systems overview [
restore the email message to BBt e | AreneebyDae v Okestfist
T ot
Drafts
~ 46 Journal
@ You are able to create, - ates
rename, and delete items in the | SRl
target field. These changes will
reflect on the Exchange server in
real-time.
.
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ShadowProtect Granular Recovery for Ekchange [_ (O] x]

File Tools Help

Etb‘\‘ ‘i

DE1.edb - 7
21 Arrange by Date - Oldest first 0 q .
& Mailbox - Adminis .
5 Wb - absbar _ .| RE: Buisness Guidelines
Document Meeting
i Mailhox - absuse .
i Mailbox - absuse absuserl QUESE0L5, 12:52 absuser2 Fri, Jan 25, 2013 1313
7% Calend .
el s il To ghsuserl
. Conversatior absuserl Copy
E N gelaf:ed Ler e EES Export Selection, . CirH3
rarts
B Trbox - Hide Preview Ctrl+H
- A% Journal
. A Junk. E-Mail Lunch Plans From: ab.suserl
0. Select the items that you wish s s g | SOV Friday, anuary 25, 2013 11:57 M
&4 Outhox To: absuser2
tO I‘esto re - E:fﬂ?:ﬂi Backup Systems Overview Subject: Buisness Guidelines

B Sync ssues .| absuserl LER0LT 12:53
;l;rrlw _'lJ RE:Backup Systems overview |
i i i i El du restore.pst .
p. Right click the items, click et e AMangebyDate Oldest first

7% Calendar
Co py - I Contacts Thank you,
= Drafts
-k Inbox ABSBACKUP
15 Journal
Maotes
“f Quthox
* Sent Items
« 27 Tasks

ABSBACKLP company notification

ShadowProtect Granular Recovery for Ekchange [_ O] ]
File Tools Help

Bew|ai - 12

E=E DB1 edb 21 arrange by Date > Oldest first . . .
Refakagadny | RE: Buisness Guidelines

i Mailhox - absbac
i Mailbox - absuse

Document Meeting

= it Mailbox - absuse absuserl OYEEFA0LS, 12:52 absuser2 Fri, Jan 25, 2013 12:13
= nggﬂg Test Email Tor absuserl
Conversation absuzeri QY5015 12:52
B~ W Deleted Trer
Drafts Lunch Plans
. . . . absusert QL3701 12:52
g. Right click the location where i ok el e From: abesert
o A . Hotes Sent: Friday, January 25, 2013 11:57 AM
= ab ;12 b
you wish to restore the items - Cutbox et HEESES | 1o chesers
e g::&?;.t Backup Systems Ovarview Subject: Buisness Guidelines
&3] Sync Issues absuzeri L2501, 12:55
— Tt
i 4 r| RE Backup Syste
r. Click Paste : Gl S0, B £ ABSBACKLP comparry natification
El-da ';;t%';;:j N Arrange by Date - Oldlest first
-~ 7% Calendar
- T Conkacts Thank you,
Drafts
] ABSBACKUP
Paste
Create Folder
Lo Sent Items

Tasks
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File Tools Help

Mesvan ~- 1

21 Arrange by Date > Dldest first | 0 q .
- Adminii .
i _ .| RE: Buisness Guidelines
T aboes Document Meeting
Bt aibo - abouee IR bzizers s e || absuser2 Fri, Jan 25, 2013 13:13
7 Calend :
& Cg:;;; Test Emall T absuserl
- Conwersatior absuserl OLE50L, 12:52
- W Deleted Iter
Drafts Lunch Plans
i' gnbox ! absuserl QLRENLS 12:52
o dg Journal
T W e ;rnn:: gb'gusezl 25, 2013 11:57 AM
Hotes ’ ent: Friday, January B
&3 Outbox absuserl L2501 12:52 To: absuseré !
- g::g‘::ﬂss Backup Systems Overview Subject: Buisness Guidelines

. - o Sync Issues o, absuserl OLZE0LS 12:53
S. RestO re p rOg ress wi | | be 4 i _le RE Backup Systems overview |
displayed in the Target panel o) ArangebyDste v Ofestfrst

- W Deleted Ttems Thank you,
T Calendar
- 17 Contacts ABSBACKUP
Drafts

ABSBACKLP company notification

+4& Journal
Motes

“ e Outhio

<ot Sent Ikems

- T Tasks

. 2

ShadowProtect Granular Recovery for Exchange =]
File Tools Help

EQ."‘\,\ ‘i

S - [BELEED =| AragebyDae v Olkest first |
) = ge by Da st firs ) . . .
A | RE: Buisness Guidelines

[+ ket Mailbox - absuse REUIRRE: (M=)

Bt led Mailhox - absuse|| || absuseri ayzEaL, s absuser2 Fri, Jan 25, 2013 12:13
e nggﬂg Test Email To: absuserl
Conwersatior absusert QY5015 12:52
B~ W Deleted Trer -
H A Drafts Lunch Flars
t. The restored items will now TR TR g —
ournal
H b Junk E-Mail e ElERs From: ahsuserl
a p pea rin the SeleCted reStO re = Mokes J— PT— Sent: Friday, January 25, 2013 11:57 AM
|OcatI0n % Outhox 7 = To: absuser2
= g::&?;.t Backup Systemns Overview Subject: Buisness Guidelines

- Sync [ssues absusert 15015, 155
o Tesn
_‘I_I _>|_| RE :Backup Systems overyiew ~|

[Zl & restore.pst
- W Deleted Items
"% Calendar

ABSBACKUP company notification
Arrange by Date - Olclest first

-

Document Meeting

-+ T Contacks Thank you,
Drafts absusert OlELE 1252
ABSBACKUP
. . 45 Journal Test Email

The restore of mail items is now e e s, s
Sent Ihems Lunch Plans

Co m plete . Tasks absuser L, 18
Lunch Plans

absuzeri OlELE 1252

Proceed to Dismounting ackup Systems Overview
Recovery Image section of the et s, i

. . . ‘Backyy SEMS Overy e i
guide to finish the process. s
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Restore: Dismounting the Recovery Image as Local Drive

i"\] Granular Recovery For Exchange

:l ShadowControl ImageManager
|

Campuker

l—- Remote Desktop Connection

T3]

® Perform these steps on the ﬁ% Oracle YM YirkualBioy
client machine that has the <= _
recovery image mounted <@ Exchange Profil

\-; ShadowProtect
a. Click the Start Menu :
VE VMCE Yiewer

\'a VirtualBoot

b. Click Computer

I |Search programs and Files LE]J Log off Dl

L 7Start

i Computer M=
g( .}v "-u > G © b lmJI Search Computer O]
Organize *  Properties  System properties  Uninstall or change a program  Map network drive  Open Contral Panel == ~ [ @

- " "
I Favorites — * Hard Disk Drives (2}
B Deskiop Local Disk {C:)
4 Downloads ;-

Open
Cpen in new windaw

| 37,6 B free oF 49,6 GB
= Recent Places

« Devices with Remavable Storage (2)

4 Libraries .||—|i Share with 3
c. Right click the mounted drive 3 Documents S8 A P IO Confe Shadon cope..
; ::ts:lcres Include in library 3
d. Select Quick Dismount B vieos v 1
j‘i Computer Format. ..
.;, Lacal Disk {C:) — iy

—w Local Disk {E1)

The dismount of the Image File is ExchangeSetupL Creste shorut
now Complete et

Perflogs Froperties

Proaram Files

Local Disk (E:) space used: B tokalsies 14908
“”  Local Disk Space free: 133 GB File system: MTFS
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ﬁsing ‘GRE Search Features

@ GRE Search allows you to
search sources for mail items

a. Click Tools
b. Select Search Source

c. Click Search All Sources...

d. Under Search for, type in
words you want to search for

@ The Advanced tab allows for
more search options

e. Click Search

™) shadowProtect Granular Recovery for Exchange

File Help

[H[=] B3

t Hide Preview  Ctr-H | ‘ i
- Seatch All Sources. .. Ctrl+F
| ,
Search in Source Selection... first
Settings... ChrHP - H H 1
i, Bl . ~1| RE: Buisness Guidelines
ol Document Meeting
il Mailbozx - absuse .
Sl Maihow - absues | absusert o, 125 absuser2 Fri, Jan 25, 2013 13:13
7% Calerd :
& Cg:;;; Test Emall T absuserl
¥ Conversation absuserl OLE50L, 12:52
- W Deleted Iter
Drafts Lunch Plans
K& Tnbox absuserl OUESLY, 1252
-~ 1% Journal
+= 1 Junk E-Mail Lunch Plans From: absuserl
Maotes pr— RS SRR Sent: Friday, January 25, 2013 11:57 AM
~fod Outbox e To: absuser2
: ngﬂ'f:ﬂi Backup Systems Overview Subject: Buisness Guidelines
- Sync [ssues absuserl OLESE0LS 12:55
T Thoe =
4 » RE:Backup Systems overview =l
e ABSBACKLP company notification
% restare.pst trrange by Date - Oldest first
- W Deleted Ttems 9= By
7% Calendar " -
I Contacts Pocument Mesting Thank you,
Drafts absusert 25015 1252
] ABSBACKUP
L Journal Test Email
Motes absusert 0252015, 12:52
“te Quthiox
“ 1+ Sent Tkems Lunch Plans
= Tasks absusert UL, 15
Lunch Plans
absusert 0252015, 12:52
Backup Systermns Overview
absusert 02542015, 12:53
RE:Backup Systerms overview |

Search in Sources

Searching in: All Sources

Basic | Advanced I

Search for

By Date:

I Before [5i22j2013 1zomonam =] [ after [5/2zjz013 120000 8m x|

| absbackup)|

Reset |

co |

www.ABSbackup.com

Page 46 of

47

ShadowProtect Edition



ABS Enterprise

Granular Recovery for Exchange Guide - StorageCraft

f. The search results will be
displayed in the Source panel

[®] shadowProtect Granular Recovery for Exchange [_ (O] x]

File Tools Help

Et"‘\\

[ &\ Search Results
- ckup in DE1,edb

- Administrator
- absbackup
- absuserl
il Mailbo - absuser2
Calendar
-7 Contacts
Conversation Action Se
b~ W Deleted Items
Drafts
= Inbox
- A% Journal
b+ Junk, E-Mail
hotes
it Outbox

R3S Feeds -
P ot T

[ _>lJ
[} & restore.pst
- W Deleted Ttems

7% Calendar
- I Contacts
Drafts
- 44 Inbox

15 Journal

Maotes
“f Quthox

* Sent Items

« 27 Tasks

Search complete

. =
abshackup OL23/2013, 10:15
abshackup OL/23/2013, 10:53

= tetst
absbackup 252015, 11:13

= tetst
absbackup OY252015, 11:19

= Document Meeting
absuserl 25201 12:52

= Lunch Plans

aheurart /26017 19.62 LI

Arrange by Date - Oldest first

-1

4Test Email

absuser1
T ahsuser2

ABSBACKLP company notification

Thank you,
ABSBACKUP

Fri, Jan 25, 2013 12:52
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