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Preamble

Operating Systems

¢ Windows 2012

¢ Windows 2008 R2

e Windows 2008 SP2

¢ Windows 2003 R2

e Windows 2003 SP2

¢ Windows 2000 SP4

e Windows SBS 2011/2008/2003
e Windows 8/7/Vista/XP SP3

Notes

e 1Gb network strongly recommended
e ReFS storage space partitions are not supported

e Storage Spaces are not supported

Definitions/Abbreviations:

e AD = Active Directory Users and Computers
e« OU

Organizational Unit
e Appliance = ABS onsite device

e Agent = Computer being protected (i.e. server/workstation)
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Service Account Creation & Basic Permissions

1. Create the User in Active New Object - User
Directory
J,J Create inn - ABS-LABT0 local/Users
a. In Active Directory Users & )
Computers (AD), create a new
. First name: absbackup |itials:
user with a logon name of ! i |
a bSba Cku p Lazt nare: Iabsbackup
Full narme: Iabsbackup
|dzer logon name;
Iabsbackup I @aRS-LABT 0 local j
|Jzer logon name [pre-wWindows 2000]:
|ﬁBS-L&B1D\ Iabsbackup
New Object - User E
b' Make el that User cannot J Create in;  ABS-LABT0 local/Users
change password and L]
Password never expires are
Selected Pazzmard: Ioooooooooo
Confirm password: quuuu
[ User must change password at next logon
¥ User cannat change password
¥ Pazsword never expires
™ &ccount is disabled
2. Adjust Account Permissions
. _. fActive Directory Users and Cormput | Name = | Tvpe |
a. In AD click on the Users OU. _| Saved Queties 52, allowed RODC Password .. Security Group ..,
Then on the right side pane, =l 54 ABS-LAB1D.local B, Cert Publishers Security Group ...,
double click the "Domain | Builtin ¥2 Denied RODC Password ... Security Group ...
Admins” Security GI"OUp - | Computers ?. DiscoverySearchMailbox ... User
5 Domain Controllers "r? CnsAdmins Security Group ...,
add the abSbaCkuP Lser to | FareignsecurityPrincipals ‘#JDnsleatePrcux Securiby Group
this group +| |3 | Microsaft Exchange Securit T T
Lrl Domain Admins Security Group ..
| Users y p :
52, Domain Computers Security Group ...,
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3. Builtin Administrators

: Active Directory Users and Comput | Mame | Tvpe |
0 ) ) _ Saved Queties B2 fccount Ope... Securibw Group ...
When backing up domain (= e ABS-LABLO. |ocal E“administrators  Security Group ...

controllers, add the ab_sb_ackup E 53 Backup Oper... Security Group ...
user account to the builtin | Computers ¥ Certificate 5., Security Group ..

administrators group | Damain Contrallers
| FaoreignSecurityPrincipals

| Microsoft Exchange Securit
| Users

ﬂﬁryptngraphi. o Security Group ..,
82 Distributed ... Security Group ..
t’FLEvent Log Re... Security Group ...

F B H
LE]

a. In AD, click on the Builtin
OU, double click the
Administrators group - add
the absbackup user

t’FLGuests Security Group ...

4. Local Administrator g~ Seemore results

a. C|IC|( the Start Button I||_|5rmgr.m5|:| hl Shut down |b|

b. Type in lusrmgr.msc, hit
Enter

[ TStart

@Iusrmgr - [Local Users and Groups {Local)Groups]

File  Action “iew Help

c. Click on groups - add the

absbackup user to the e | HmXE = H=
Administrators group & Local Users and Groups {Local) Narme
| Lsers

£ Backup Operators

0 Pl Certificate Service DCO. ..
R?peat St_ep 4 on all 55 Crypkographic Operators
machines being added for P pistributed COM Users
protection
Select Users, Contacts, Computers, or Groups 21 x|

Select this object type:

IUsers.Grows. Builtin security principals, or Other objects Object Types...

From this location:

Check Names |

Advanced... l OK Cancel |

Z
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Appliance: Network Configuration

1. Confirm Network Settings
for the ABS Appliance®

If there is a content filter/proxy on
the network, the appliance must
be exempt from the content/filter

proxy

Ports 20, 21, 25, 443, 1000-1200
TCP outgoing need to be allowed

2. Assign a static IP to the
Appliance

a. Access the appliance either AT
directly or remotely (RDP) Map network drive. ..

Disconnect network drive, .,

b. On the desktop, right click the
Network icon, go to
Properties

Create shortout
Delete

Properties

Zankrol Panel Home

c. Click on Change adapter Change adapter settings

settings
“hange advanced sharing setkings
l:_ W
ee Uy Disable
Status
d. On VMnetO, right click, Diagriose
select Properties H Bridge Connections
Create Shortouk
Deleke
18! Rename
¥y Propetties
www.ABSbackup.com Page 6 of 13 Windows 7/2008 appliances




ABS ABS Enterprise

Pre-Installation Guide - StorageCraft

@ ¥MnetO Properties E

Metworking I Sharingl
Connect using:
5-_:" IntellR] 825741 Gigabit Mebwork Connection
Thiz connection uses the following items:
. . [w] & Clignt for Mi ft M etwork
e. Highlight Internet Protocol 2 oo 1o MIEOSaR HEhks
. . BVMware Bridge Protocol
Vel“Slon-4 (TCP/IpV4), C|IC|( EQDS Packet Scheduler
Properties @ File and Printer Sharing for Microzoft Networks
<. |nternet Pratocol Yersion & [T CP/PYE
|nternet Prato siok 4 [TCPAPwd]
o Link-Layer Topology Discovery Mapper [/0 Diriver
< Link-Layer Topology Discovery Responder
Inztall... | [ rimztall | I Properties I
— Diezcription
Tranzmizzion Cantrol Protocol/internet Protocal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected networks.
I k. I Cancel
Internet Protocol Yersion 4 (TCP/IP¥4) Properties
General
‘fou can get IP settings assigned automatically if your netwaork supparts
this capability, Otherwise, vou need to ask wour nebwork adminiskrator
f. Select Use the fol |owing IP far the appropriate IP settings.
address, fill in the required , _
. formation " obtain an IP address aukomatically
In F IUse the Following IP address:i
IP address:
g. Under DNS: !
Subnet mask: I
Use your company’s DNS for Default gateway: |

the Preferred DNS Server

) Ohtain DS server address automatically

—f* Use the Following DMS server addresses:

Use the following for the

ferred B
Alternate DNS Server: 8.8.8.8 Frefenec i server !
Alternate DS server: I
[~ walidate settings upon exit Advanced. ., |
ok Cancel |
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Clients: System Check

1. Error Checki ng 4 Local Disk {C:) Properties

Shadow Copies Frevious Yersions I Quota I
General Hardware Sharing I Secuity

— Errar-checking

Thiz option will check the drive for enors.

! Check now...

a. Go to the Local Disk

Properties — Diefragmentation
Ei % This option will defragment files on the drive.

b. From the Tools tab, click

Defragment now. ..
Check Now
~ Backup
a4 This option will back up files on the drive.
L
Back up now... |
QK | Cancel | Apply |
Check Disk Local Disk {C:) Ed |
Check disk options
c. Make sure “Automatically fix l|_|7 Automatically fix file system errars |

file system errors” is checked, Scan For and atternpt recovery of bad sectors
click Start

Skart Cancel |

Microsoft Windows

d. Click on Schedule disk

Windows can’t check the disk while it's in use

check
Do wou want ko check for hard disk errors the next time wou skart your
. campuker?
e. Reboot machine when
convenient
0 I Schedule disk check. I | Cancel I
This process should not be
interrupted. Give ample time on
next reboot.
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# Local Disk {C:) Properties

2. Disk Defrag
Shadow Copies Frevious Yersions I Quota
General Hardware Sharing I Secuity

— Errar-checking

Thiz option will check the drive for emnars.

a. From the Tools tab, click on 37
Hg! Check now... |

Defragment Now

— Defragmentation

Ei % This option will defragment files on the drive.

I Defragment now. .. I

~ Backup
Thiz option will back up files on the drive.

e

Back up now. . |

QK Cancel Apply

= B3

I,=}'.' Disk Defragmenter

+ Disk Defragrmenter consolidates fragrmented files on your cormputer's hard disk to improve systerm
@‘ petformance, Tell me more about Disk Defragmenter.,

Schedule:

B! Turn on schedule..,

I Scheduled defragmentation is turned off I

b. Select a volume, click
Defragment Now

0 Current status:
Repeat this step for all = [ Costam Thromren
volumes being added for &« Never run
protection =100 Mever run
a yitern Reserved Mewer run
c. Make sure that disk defrag is
not set to run on a schedule Orly disks that can be defragrnented are shown.
To best determine if wour disks need defragmenting right now, wou need to first analyze your disks,
! Analyze disk | I ! Defragrnent disk I

Close |
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3. Services

Make sure the following services
are set to a Manual startup

type:
- Volume Shadow Copy service

- Microsoft Software Shadow
Copy Provider service

#- See more results

To Check:
a. Click Start services, msc| 3  Shutdown | Fl
b. Type in services.msc, hit .
[ 7 Start
Enter
¥olume Shadow Copy Properties {Local Computer) ‘
General | Log EInI Hecovelyl Dependenciesl
Service name; /S 5
Dizplay name: Wolume Shadow Copy
Description: tanages and implements Yalume Shadm-_v Eopigs . ;I
uzed for backup and other purpozes. I thiz gervice ISLI
Path to executable:
C:hwiindowshspstem32ivasve exe
c. Double click each service Statwppe: [ Marva =]
Help me configure service startup options.

d. Make sure startup type is set
to Ma nual Microsoft Software Shadow Copy Provider Properties (Local Comp...

Gieneral |Lc-g Dnl Fiecnver_l,ll Dependencies

Semvice name; svprd

Display nane: Microzoft Saftware Shadow Copy Provider

b anages software-bazed volurme shadow copies -

Description:
SRR taken by the Wolurme Shadow Copy service. I thiz ;I

Path to executable:
C:Wwfindows’ S pstem 32hevchost exe -k swpry

Startup tupe; IManuaI Ll

Help me configure service starbup options.
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4. VSS Writers

Check the status of the VSS
writers — ensure they are in a
stable state

To Check:
a. Click Start
b. Type in CMD, hit Enter

c. Typein:
vssadmin list writers, hit
Enter

d. The state for each writer
should be listed as Stable

@ If you have an issue running,
you may need to run the
command prompt with elevated
rights. In that case, find the
application, right click and select
“"Run as Administrator”

5. VSS Providers

Check and make sure there is only
one VSS provider (and that it is
issued by Microsoft)

To Check:

a. In command prompt, type in:
vssadmin list providers

0 If there is more than one
listed, it should be removed - this
avoids VSS provider conflict when
protecting.

dministrator: Command Prompt

Microsoft Windows [Uerszion 6.1.760811

Copyright <(c»> 2889 Microsoft Corporation. All rights reserved.

C:sUserssAdministrator.ABS—LAB1E>vssadmin list writers
vgzadnin 1.1 — Uolume Shadow Copy service administrative command—line tool

¢G> Copyright 2081-2085 Microsoft Corp.

Hriter name: ‘Task Scheduler Uriter'
Uriter Id: {d6ldblc8-d73a—deee—8cdd-fef2?786bh71243
Uriter Instapce.ld: {1bddd48e-5852-47db—2bB7-h?6f76727ebhl
State: [11 Etahle
Last error: Mo error

Writer name: ‘USE Metadata Store Uriter’
Uriter Id: {75dfb225-e2ed4-4d39—Tac?—ffaffe5ddfB6
Writer Instapce JTd: {@88e7a?d-A7a8-4ccb-abB?-ad?@e?5ddc?3>
State: [11 Stable
Last error-: Ho error

Writer name: ‘Performance Counters Writer'
Uriter Id: {Bbadalde-01a?-4625-8278-6%e735f39dd2>
Writer Instapce Id: {fBABGdda—Pefc—47c5-8eb6—a?44c3dA?381>
State: [11 5table
Last error: HO EFfor

Writer name: 'System Writer’
Uriter Id: {eB132975-6f73-4464-a53e—-1858253ae2203
Writer Instapce Id: {618d84A7-Bd44-4f1A-aB870-fal3iBFf6788b2>
State: [11 5table
Last error: HO EFFoR

[+ Administrator: Command Prompt

C:xUsersAdministrator.ABS-LAB1BJussadnin list providers
vssadmin 1.1 — Volume Shadow Copy Service administrative command-line tool
(C> Copyright 2081-2005% Microsoft Corp.

Provider name: |*Microsoft Software Shadow Copy provider 1.H°
Provider type- System
Provider Id: {b5946137-7h9f-4925-af88-51abd6BbZBd5s>
Version: 1.8.8.7

www.ABSbackup.com
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6. Uninstall Software i3 Programs and Features (=15

91: )\7 b » Programs » Programs and Features - lmj I Search Programs and Features o

Ensure that other image based
backup software is uninstalled (i.e.

H e i To uninstall a program, select it from the list and then click Uninstall, Change
AC ron |S) ‘igw installed updates or Repair, ) f )

Control Panel Home Uninstall or change a program

Hy' Turn Windows fFeatures on or off

9 Organize - 3= - 9
Having multiple image based Hame -~ | +| Publisher |
1 E& Intel(R) Network Connections 16.3.48.0 Inkel
k ftware install I
bac u p SO t are Sta ed cou d B |MegaRAID Storage Manager w11,06,00,0300 L3ICarp
cause th e server tO b I uescreen --?‘-Microsoft MET Framework 4 Client Profile Microsaft Corporation
=1
A g L Microsoft MET Framework 4 Extended Microsaft Corporation
d urin g a ba Cku p JO b Dj Microsoft Office Prafessional 2007 Microsaoft Corparation
= I Microsoft Yisual C++ 2005 Redistributable Microsoft Corparation e

B Microsoft Yisual C++ 2005 Redistributable (x64) Microsoft Corporation
® | Microsoft Yisual C++ 2008 Redistributable - x64 9., Microsoft Corporation
B Microsaft Yisual C++ 2008 Redistribubable - %86 9., Microsoft Corporation
'I Microsoft Yisual C++ 2008 Redistributable - x86 9., Microsoft Corporation hd

7. Disable Microsoft Volume
Snapshots

Lacal Disk (iZ:)

Open

Qpen in e window
Devvices with F

Share with »

. i
a. Click Start ) __‘# Flo  Configure Shadow Copies. ..

Restore previous versions

b. Click Computer

Format, .,

Copy

c. Right click a local disk, go to

Create shorkbout

Properties N
I Properties
 Gereral Toolz Hardware I Sharing | Security
Shadow Copies Previous Versions | Quota
Shadow copies allow users ta view the contents of shared falders
az the contents existed at previous points in time. For information on
Shadow Copies, click here,
Select a volume:
d. Click the Shadow Copies Volume___Nex! Fun Time Used
C:h Dizabled 3
tab. From there you can S0 \win.. Disabled 0
confirm/disable Shadow =0 Disabled 0
Copies for all the local disks
on the server Enable Disable | Settings... |

r— Shadow copies of selected valume

Create Mow

0 Repeat Steps 1-7 on all
machines being added for o
protection —

Delete Miow

il

0K I Cancel | Aol |
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Pre-install Checklist

This list below will help you keep track of the various tasks which need to be performed.

Steps Done | Notes

Service Account Creation

Added to Domain Admins group

Added to BuiltIn Administrators group

Appliance Network Configuration

Set static IP on appliance

Confirm network settings (ports 20, 21, 25, 443, 1000-1200
TCP outgoing are allowed & appliance is exempt from any
filtering)

Clients: System Check (for each client)

Run error checking on all volumes

Run defrag on all volumes

Set Volume Shadow Copy & Microsoft Software Shadow Copy
Provider services to manual

Make sure VSS writers are stable (vssadmin list writers)

Make sure there is only one VSS provider
(vssadmin list providers)
Make sure all other image based backup software is removed

Disable MS Volume Snapshots on all volumes

Add absbackup to local Administrator group (lusrmgr.msc)

Reboot client machine(s) in order for scheduled disk checks
to run
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